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Abstract. Although the Cyber Kill Chain (CKC) remains among the most influential conceptual 

frameworks in the cybersecurity domain, its linear architecture is increasingly regarded as 

inadequate for capturing the dynamics of modern, adaptive threat actors. This paper proposes a 

comprehensive reinterpretation of the CKC model by integrating recent empirical data (2024–

2025) and extending its applicability across multiple domains, including financial systems, 

maritime navigation and space infrastructure. 

Using a probabilistic, phase-based analytical approach, the study models cyberattack progression 

as a funnel rather than a sequential chain, quantifying the likelihood of adversary success at each 

stage. The findings reveal that while reconnaissance and weaponization are nearly universal 

phases, only a small fraction of attacks successfully reach the final objective stage. The research 

further maps defensive controls to each CKC phase and evaluates their effectiveness using recent 

industry statistics. 

Additionally, the paper incorporates cross-domain case studies (the Bangladesh Bank heist, 

Stuxnet, maritime GNSS spoofing and satellite cyber incidents, etc.) to validate the evolving 

nature of cyber operations beyond traditional IT environments. 

Through statistical modelling and contemporary security architectures for the integration of the 

CKC, this study proposes a hybrid analytical framework for expanding existing literature, 

providing insights applicable to both academic research and operational practice in the field of 

cybersecurity. 

Keywords: Cyber Kill Chain, cybersecurity modeling, probabilistic attack analysis, 

ransomware, maritime cybersecurity, satellite security, MITRE ATT&CK, defense-in-depth. 

1. Introduction  

The contemporary cybersecurity landscape is undergoing a structural transformation driven by 

accelerated digitalization, systemic interconnectivity, and rapidly evolving adversarial capabilities, 

evolving from simple malicious software into a professionalized, economically structured global 

industry with business-like models and scalable infrastructures. A key development is the temporal 

compression of cyber operations: average breakout time has fallen to approximately 29 minutes, a 65% 

increase in operational speed compared to 2024 [1], strongly correlated with AI integration into 

offensive capabilities—an 89% increase in AI-enabled attacks leveraging automation and adaptive 

algorithms [1]—and a shift toward stealth-oriented techniques, with approximately 82% of incidents 

classified as “malware-free,” relying on legitimate system tools to evade detection [1], confirming that 

contemporary threats are defined less by technical artifacts than by operational logic and adaptability. 

Empirical evidence also shows a significant escalation in attack frequency and impact across critical 

sectors—finance, maritime, space systems—reinforcing cybersecurity as a systemic risk domain, as 

ransomware, supply chain compromises, and large-scale breaches reflect ecosystem-level, 

interdependent risk. Within this high-speed, covert operational context, structured analytical models 
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become essential. Among these, the most influential is the CKC, built by Lockheed Martin in 2011 [2], 

which decomposes a cyberattack into seven sequential stages—Reconnaissance, Weaponization, 

Delivery, Exploitation, Installation, Command and Control, and Actions on Objectives. This staged 

decomposition is predicated on the principle that disrupting any single stage may compromise the attack 

in its entirety. 

Despite its conceptual clarity, the CKC has faced sustained academic critique for its linear structure, 

argued to inadequately reflect the dynamic, iterative nature of modern attacks in cloud, insider-threat, 

and distributed environments [3]. This motivated more granular, behavior-oriented frameworks such as 

MITRE ATT&CK [4] and the Unified Kill Chain [5], which expand attacker-technique taxonomies but 

often lack a probabilistic or quantitative dimension. 

Against this background, the present study proposes a statistical, phase-based reinterpretation of the 

CKC grounded in recent empirical data (2024-2025), conceptualizing cyberattacks as probabilistic 

funnels in which adversaries advance through stages with decreasing success likelihoods due to 

defensive controls, detection mechanisms, and operational constraints, illustrated through cross-domain 

case studies from financial systems to cyber-physical environments such as maritime navigation and 

satellite infrastructures. The principal objective is therefore to reassess the CKC's relevance for modern, 

AI-driven threat environments: although the model requires reinterpretation and extension, it remains a 

powerful analytical and defensive instrument, and the paper's contribution is threefold—integrating 

empirical statistical evidence into the CKC framework, redefining cyberattacks as probabilistic and non-

linear processes, and validating the model's continued applicability across diverse operational domains. 

2. Related Work 

Contemporary cybersecurity modelling draws its conceptual foundations largely from the CKC model 

[6], which represents cyber intrusions as structured, multi-stage processes. In doing so, it decomposes 

APT) campaigns into sequential phases spanning from reconnaissance to actions on objectives. 

Subsequent research refined this interpretation with detailed adversarial techniques [7], though largely 

preserving the sequential-progression assumption, increasingly inconsistent with contemporary threat 

behavior. A significant body of work therefore addresses the CKC's structural limitations: extended 

models add stages for internal network propagation, persistence, and iterative dynamics [8], shifting 

from perimeter-centric architectures toward continuous behavioral monitoring [9], while domain-

specific extensions distinguish IT intrusions from operational-technology attacks with physical 

consequences [10], and maritime applications show how the CKC can analyze vessel intrusions and 

navigation-system vulnerabilities [11, 12]. 

Beyond domain adaptation, recent literature emphasizes integrating the CKC with complementary 

threat intelligence frameworks such as MITRE ATT&CK [13], and with cyber situational awareness 

approaches emphasizing continuous contextual analysis for early detection [14], reinforced by studies 

showing cascading failures across interdependent infrastructure [15], as illustrated by Stuxnet and 

NotPetya [16]. Related work also explores convergence with cyber-physical systems [17] and evolving 

initial access techniques—credential abuse, supply chain compromise, zero-day exploitation [18]—

alongside the integration of AI into cybersecurity modeling via machine learning to predict attacker 

pathways and adversarial behavior [19, 20]. 

In parallel, AI is reshaping offensive capabilities: LLMs can automate penetration testing, including 

vulnerability discovery and exploitation analysis [21]; generative AI and digital twins enable realistic 

training simulations [22]; and AI-based models improve threat modeling for critical infrastructure [23]. 

Emerging techniques further challenge Kill Chain assumptions—zero-click attacks eliminate user 

interaction and blur delivery/exploitation boundaries [24], while adaptive AI-based detection enables 

real-time response across stages [25]—and recent extensions introduce further dimensions: pre-intrusion 

modeling detects adversarial intent through socio-technical indicators before reconnaissance [26], 

human-centric models emphasize social engineering and user behavior [27], and threat intelligence 

techniques enable attacker-group attribution from behavioral patterns [28]. Overall, the CKC has 

evolved from a linear model into a multi-layered, adaptive framework integrating behavioral, cyber-



 

 

 

 

 

 

physical, and AI-driven perspectives - yet most approaches remain descriptive, with limited quantitative 

or probabilistic modeling grounded in empirical data. 

This gap motivates the present study, which proposes a statistical, phase-based reinterpretation of 

the CKC, designed to capture the dynamic, non-linear and probabilistic character of current cyber 

threats. 

3. Methodology 

3.1 Modelling Approach 

This study introduces a probabilistic reinterpretation of the CKC model [6], in which cyber intrusions 

are conceptualized not as deterministic, strictly sequential processes but as stochastic progression 

mechanisms, governed by inter-stage transition probabilities. Whereas the classical CKC representation 

assumes that an attack progresses linearly through all phases, the proposed framework instead models 

the attack lifecycle as a probabilistic funnel, in which the number of successful adversaries diminishes 

progressively due to the influence of defensive controls, detection mechanisms, and operational 

constraints. 

Let the CKC be defined as a finite ordered set of stages: 

𝑆 = {𝑠1, 𝑠2, 𝑠3, 𝑠4, 𝑠5, 𝑠6, 𝑠7}   (1) 
where: 

s1: Reconnaissance  

s2: Weaponization  

s3: Delivery  

s4: Exploitation  

s5: Installation  

s6: Command and Control  

s7: Actions on Objectives  

3.2 Probabilistic Transition Model 

The progression of an attack is modeled as a discrete-time stochastic process, where each stage transition 

is associated with a conditional probability: 

𝑃𝑖: = 𝑃(𝑠𝑖+1 | 𝑠𝑖) (2) 
representing the likelihood that an attacker successfully advances from stage si to stage si+1. 

The overall probability of a successful attack reaching the final objective is therefore defined as: 

𝑁7 = 𝑁0 ∗ 𝑃𝑠𝑢𝑐𝑐𝑒𝑠𝑠 (3) 

 
𝑁𝑖

𝑁0
= ∏ 𝑃(𝑠𝑘+1 | 𝑠𝑘)

𝑘

𝑖=1

 (4) 

This multiplicative formulation captures the cumulative effect of defensive layers, where failure at any 

stage interrupts the attack chain. 

3.3 Funnel-Based Interpretation 

To reflect real-world observations, the model introduces a funnel structure, where an initial population 

of potential attacks N0 is progressively reduced: 

𝑁𝑖+1 = 𝑁𝑖 ∗ 𝑃(𝑠𝑖+1 | 𝑠𝑖) (5) 
This formulation allows the estimation of the number of attacks that successfully reach each stage: 

N1=N0 (initial attempts)  

N7=N0⋅* Psuccess (successful attacks)  

The funnel representation provides a more realistic interpretation of cyberattack dynamics, where large 

volumes of initial attempts are filtered by security mechanisms at each stage. 

 



 

 

 

 

 

 

3.4 Data-Driven Parameterization 

The transition probabilities 𝑃(𝑠𝑖+1 | 𝑠𝑖) are estimated using empirical data derived from recent 

cybersecurity reports (2024–2026), including attack success rates across intrusion stages, detection and 

mitigation effectiveness of defensive controls, and the prevalence of specific attack techniques such as 

malware-free intrusions and AI-assisted attacks. 

    To ensure a rigorous data-driven formulation, the transition probabilities are projected using a 

Maximum Likelihood Estimation (MLE) approach. Explicitly, the conditional probability of evolution 

from stage si to stage si+1 is defined as: 

𝑃̂(𝑠𝑖+1 | 𝑠𝑖) =
#𝑡𝑟𝑎𝑛𝑠𝑖𝑡𝑖𝑜𝑛𝑠 𝑠𝑖  → 𝑠𝑖+1

# 𝑜𝑐𝑐𝑢𝑟𝑟𝑒𝑛𝑐𝑒𝑠 𝑜𝑓 𝑠𝑡𝑎𝑔𝑒 𝑠𝑖
 

(6) 

where: 

• the numerator signifies the number of observed transitions from stage si to stage si+1,  

• the denominator signifies the total number of occurrences of stage si in the dataset.  

   This estimator provides an empirical approximation of the transition probabilities and is consistent 

with the assumption that attack progression can be modeled as a first-order stochastic process. 

   Under this formulation, the CKC-based intrusion model can be interpreted as a discrete-time Markov 

process of order one, where the probability of reaching the next stage depends only on the current stage: 

𝑃(𝑠𝑖+1 | 𝑠1, 𝑠2, … , 𝑠𝑖, ) =  𝑃(𝑠𝑖+1 | 𝑠𝑖) (7) 
   This assumption enables tractable estimation and aligns with the abstraction level required for 

modeling large-scale cyberattack dynamics. 

Empirical observations derived from aggregated cybersecurity data indicate that: 

• Initial stages, including reconnaissance and weaponization, are characterized by near-universal 

rates of execution; 

• A significant decline in transition probabilities is observed at the intermediate stages (delivery 

and exploitation); 

• The cumulative probability of progressing to the final stage remains relatively low. 

   These findings support the probabilistic interpretation of the CKC and validate the funnel-based 

modeling approach introduced in Section 3.3. 

3.5 Integration with Defensive Controls 

To incorporate defensive mechanisms into the model, each transition probability is defined as a function 

of security controls: 

𝑃𝑖 = 𝑃(𝑠𝑖+1 | 𝑠𝑖, 𝑋, 𝐷𝑖) = 𝑓(𝐷𝑖) (8) 
where Di represents the set of defensive measures active at stage si, such as: 

• email filtering and phishing detection (Delivery)  

• endpoint detection and response (Exploitation / Installation)  

• network monitoring and anomaly detection (C2)  

• access control and segmentation (lateral movement)  

   This formulation enables the evaluation of how different security configurations influence attack 

progression. 

3.6 Extension to Non-Linear and Adaptive Attacks 

To address the limitations of the linear CKC assumptions identified in prior research [8], [9], the 

proposed framework extends the intrusion model to capture non-linear, adaptive, and multi-path attack 

behaviors. Contemporary cyber threats frequently deviate from strict sequential progression, exhibiting 



 

 

 

 

 

 

characteristics such as stage omission, iterative exploitation, and concurrent attack vectors. Accordingly, 

the model incorporates the following dynamics: 

• Stage skipping, where certain phases are bypassed entirely (e.g., zero-click attacks eliminating 

the need for a delivery stage) [24];  

• Loop transitions, reflecting persistence mechanisms and repeated exploitation cycles within 

compromised environments;  

• Parallel execution paths, corresponding to multi-vector attacks conducted simultaneously across 

different entry points or system components.  

To formally represent these behaviors, the CKC structure is generalized as a directed probabilistic graph: 

𝐺 = (𝑆, 𝐸, 𝑃) (9) 

with: 

• S = set of stages  

• E = possible transitions (including non-sequential ones)  

• P = transition probabilities  

   Unlike the classical chain formulation, this graph-based representation allows for non-linear transition 

topology under a Markovian assumption in topology, while preserving probabilistic transition modeling 

at the local level. For each stage si, the outgoing transition probabilities satisfy: 

∑ 𝑃(𝑠𝑗 | 𝑠𝑖) = 1

𝑠𝑗 ∈ 𝑁(𝑠𝑖)

 (10) 

 

where N(si) denotes the set of reachable successor stages. 

   This extension enables the modeling of complex intrusion scenarios in which attackers dynamically 

adapt their strategies based on system conditions, detection mechanisms, or operational constraints. 

Furthermore, it provides a natural foundation for integration with graph-based machine learning 

methods, such as Graph Neural Networks, which can leverage the structure of G to learn higher-order 

dependencies and attack patterns [13], [19]. 

   Overall, the transition from a linear chain to a probabilistic graph significantly enhances the expressive 

power of the model, aligning it with the behavioral and adaptive characteristics of modern cyber threats 

while maintaining analytical tractability. 

   It is important to reconcile this graph-based extension with the multiplicative funnel formulation 

introduced in Sections 3.2–3.3. It should be noted that the product P_success = Π_{i=1}^{6} 

P(s_{i+1}|s_i) holds only in the restrictive case of a single, fully sequential path from s1 to s7. When 

stage-skipping and loop transitions are permitted, however, the appropriate generalization corresponds 

instead to the probability of a specific realized path, expressed as P(path) = Π_{(s_i,s_j)∈path} 

P(s_j|s_i).  Accordingly, the cumulative probability of reaching the objective is defined as the sum of 

probabilities across all admissible paths: P(success) = Σ_{π: s1→s7} P(π). This distinction matters 

analytically: without it, the funnel model of Section 3.3 and the non-linear graph model of this section 

yield inconsistent estimates of overall attack success whenever skipped or looped transitions are 

empirically significant. 

3.7 Analytical Scope and Limitations 

The proposed methodology operates at an aggregate, probabilistic level, characterizing system-wide 

attack dynamics rather than individual intrusions—generalized patterns of stage progression, average 

transition probabilities from empirical observations, and systemic defensive effectiveness—enabling a 

unified analytical perspective across heterogeneous domains, including IT systems and cyber-physical 

infrastructures. 



 

 

 

 

 

 

   Several limitations should be acknowledged: the model relies on aggregated data rather than granular 

incident-level datasets, limiting the precision of transition probability estimates; it does not explicitly 

model attacker-specific or adaptive strategies, treating adversarial actions probabilistically at the 

population level; and representing attacks as discrete CKC-stage transitions simplifies intrusion 

processes that may in practice be overlapping or iterative. 

Nevertheless, this abstraction is methodologically justified: by prioritizing generalizability and 

tractability, the model captures systemic trends and structural properties of attack dynamics while 

supporting comparative analysis across environments, consistent with macro-level cybersecurity 

modeling approaches that target systemic rather than individual behavior. 

3.8 Methodological Contribution 

The proposed methodological framework is structured across three interconnected layers—data, model, 

and output—reflecting the transformation of raw cybersecurity information into actionable intelligence.  

DATA → FEATURES ENGINEERING→ PROBABILISTIC CKC → GRAPH EXTENSION → 

→ ML MODEL → PREDICTIONS → DECISION SUPPORT 

   The first layer integrates heterogeneous data sources—attack characteristics, system and target 

attributes, defensive control configurations (e.g., MFA, EDR, segmentation), and behavioral indicators 

(breakout time, anomaly patterns)—consolidated via feature engineering into a unified feature vector. 

The core contribution lies at the modeling level, where the CKC is reinterpreted as a probabilistic 

process: attack progression is modeled through conditional transition probabilities enabling a funnel-

based representation, extended to a non-linear graph model capturing adaptive behaviors, with a 

machine learning layer—ensemble methods, neural networks, sequential and graph-based approaches—

estimating transition probabilities from data. 

   The final layer focuses on predictive outputs and decision support: the model estimates attack success 

probability, identifies the most probable stage reached, predicts likely trajectories, and translates these 

into risk assessments and intervention points—bridging conceptual modeling with practical application. 



 

 

 

 

 

 

 
Figure 1. Methodological framework of the proposed probabilistic and  

machine learning-enhanced CKC model. Source: authors 

 

The framework (Figure 1) integrates multi-source cybersecurity data into a feature space, models attack 

progression using probabilistic transitions across CKC stages, and extends the analysis through machine 

learning to capture non-linear and adaptive attack behaviours. 

The methodological contribution of this study lies in: 

• transforming the CKC into a quantitative probabilistic model  

• introducing a funnel-based interpretation of attack progression  

• integrating defensive controls as probabilistic modifiers  

• extending the model toward graph-based, non-linear representations  

This framework provides a bridge between conceptual cybersecurity models and empirical, data-driven 

analysis, supporting both academic research and operational decision-making. 

4. Conceptual Framework 

4.1 Framework Architecture 

The proposed conceptual framework defines cyber intrusion analysis as a multi-layered system 

integrating attack dynamics, defensive mechanisms, and predictive modeling, with the CKC as structural 

backbone and the probabilistic/graph-based components from Section 3 adding uncertainty, non-

linearity, and adaptive behavior. This supports a shift from static, descriptive models toward dynamic, 

data-driven representations capturing both structural regularities and variability across attack scenarios. 



 

 

 

 

 

 

 
Figure 2. Framework architecture. Source: authors 

 

   Figure 2 shows the proposed triple-layered architecture for cyber intrusion analysis: the layer of inputs 

that aggregates heterogeneous cybersecurity data into a vector of structured features; the proposed model 

layer that combines probabilistic CKC, non-linear graph extension and machine learning to estimate 

transition probability; and the output layer that translates the results obtained into decision support 

(estimating success, prediction of path, security strategies) through a continuous repetitive structure of 

improvement. 

4.2 Interaction Between Attack, Defense, and Prediction 

The proposed framework contains the interaction of three fundamental components: 

• attack progression, conceptualized as a probabilistic, nonlinear process that is carried out in 

well-defined operational stages; 

• defensive mechanisms, which works on the basis of modifiers (dependent on each stage), which 

directly affects the transition probabilities, implicitly the overall success of the attack; 

• predictive modeling, using data-driven techniques to estimate interactions between model 

components. 

 



 

 

 

 

 

 

 
Figure 3. interaction between attack, defense and prediction. Source: authors 

 

   Figure 3 shows the interaction between the 3 basic components, attack, defense and prediction, 

transposed into a stochastic feedback system. The progression of the attack is modeled as a state 

transition process in the stages of the CKC, which incorporates nonlinear pathways. Defensive 

mechanisms function as dynamic, stage-dependent modifiers that redefine transition probabilities. 

Predictive modeling uses machine learning techniques to estimate and generalize dynamics of observed 

data.  

   The three components form a continuous feedback loop, so the observed models inform the learning 

process, the learned models guide defensive decisions, and the updated defense methods update future 

attack trajectories. 

   This cyclical structure marks a shift in analytical orientation—from reactive analysis toward a 

proactive, prediction-guided approach to defense. 

4.3 Conceptual Contribution and Research Positioning 

The conceptual contribution of the proposed framework resides in the systematic integration of three 

traditionally disjoint paradigms—structural modeling, probabilistic reasoning, and predictive 

analytics—into a single, coherent analytical architecture.  

 

 
Figure 4. Conceptual contribution. Source: authors 

 

   While existing approaches often treat the CKC as a descriptive or heuristic model, the present 

framework elevates it to a formal, stochastic state-based representation quantifying uncertainty and 

identifying critical transition points, extended with a predictive layer that learns transition patterns and 



 

 

 

 

 

 

forecasts future trajectories, with defensive mechanisms embedded as dynamic modifiers rather than 

static elements. This addresses a key literature gap—the absence of a unified model linking attack 

dynamics, defensive strategies, and predictive capabilities—while remaining domain-agnostic and 

extensible to components such as real-time data streams or reinforcement learning. 

5. Results 

5.1 Experimental Setup 

The experimental design is grounded in a constructed dataset of attack trajectories derived from 

aggregated cybersecurity reports and documented real-world incidents—a synthetic-empirical 

aggregation combining industry-report indicators (e.g., SecurityScorecard, Barracuda, DeepStrike) with 

structured attack scenarios across financial, maritime, and cyber-physical domains. Each observation 

captures a phase-based trajectory aligned with the CKC structure, enriched with contextual variables 

describing attack vectors, system characteristics, and defensive configurations (e.g., MFA, EDR, 

network segmentation). 

   A key element of the setup is a normalized baseline of 100 hypothetical attack attempts used to 

estimate stage-wise success probabilities; the resulting distribution follows a funnel-like structure, with 

early stages showing near-universal success and later stages progressively lower success due to 

defensive filtering. Two complementary paradigms are evaluated: a baseline probabilistic model 

estimating transition probabilities from observed frequencies, and a machine learning layer modeling 

them as functions of contextual features to capture non-linear, adaptive behavior. 

   The evaluation follows a supervised learning protocol, with the dataset split into training (80%) and 

testing (20%) subsets and k-fold cross-validation for robustness, preserving the sequential integrity of 

attack trajectories. The setup also supports scenario-based analysis, simulating how varying the presence 

or intensity of specific controls (e.g., MFA adoption, patching rates, monitoring) affects transition 

probabilities and overall attack success. 

5.2 Transition Probability Estimation 

The estimation of transition probabilities across CKC stages is grounded in a phase-based statistical 

interpretation of empirical cybersecurity data (2024–2025), revealing a highly asymmetric, non-linear 

distribution of transition likelihoods consistent with the funnel-based modeling approach. 

   At the initial stages, transition probabilities are near-deterministic: the transition from reconnaissance 

to weaponization approaches unity, as reconnaissance is almost universally successful and largely 

automated, while weaponization succeeds in approximately 90–95% of cases given the wide availability 

of exploit kits, phishing frameworks, and credential-based tools. Early-stage transitions are thus not 

significantly constrained by defenses and contribute minimally to attack attrition. 

   A pronounced reduction occurs at the delivery stage: only approximately 50–55% of initial attempts 

successfully deliver a payload or gain initial access, reflecting defensive controls—email filtering, MFA, 

user awareness, vulnerability patching. The subsequent transition from delivery to exploitation remains 

relatively high at approximately 40–45%, as attackers who bypass initial defenses readily exploit 

existing vulnerabilities or compromised credentials. 

   The transition from exploitation to installation introduces further attrition, decreasing to approximately 

30–40%, reflecting the challenge of establishing persistence in environments equipped with EDR, 

privilege management, and anomaly detection. Despite sophisticated persistence techniques—token 

abuse, living-off-the-land, cloud-based access—internal monitoring significantly reduces the proportion 

of attacks maintaining long-term access. 

   The most significant reduction occurs toward command and control (C2): only approximately 25–

30% of initial attackers establish stable C2 communication, as this stage is highly sensitive to network 



 

 

 

 

 

 

monitoring, DNS filtering, and segmentation, which detect anomalous outbound traffic and disrupt 

coordination—so many persistent attacks fail to reach full operational control. 

   Finally, the transition from C2 to actions on objectives exhibits the lowest probability, with only 

approximately 8–12% of initial attacks reaching this stage, reflecting cumulative filtering and the 

complexity of executing final objectives (exfiltration, ransomware, financial fraud)—with layered 

defenses further reducing impact even among attacks that reach this point. 

   These results empirically validate the funnel-based interpretation of the CKC: transition probabilities 

are non-uniform, stage-dependent, and control-sensitive, concentrated at delivery, exploitation, and 

command and control—supporting the premise that cyberattack progression is a probabilistic filtering 

process, with each stage a conditional barrier shaped by attacker capability and defensive configuration. 

5.3 Attack Funnel Dynamics 

Building on the transition probabilities established in Section 5.2, the attack funnel model simulates the 

evolution of a normalized population of 100 potential intrusions: early stages show near-complete 

progression given low cost and automation, while the funnel narrows substantially from delivery 

onward, with the sharpest contraction across exploitation, installation, and command-and-control as 

successive defensive layers eliminate attack attempts—leaving only a small fraction reaching actions-

on-objectives. 

   These funnel dynamics demonstrate that cybersecurity systems function as multi-layered probabilistic 

filters, with reduction concentrated at specific transition points rather than distributed uniformly. 

Sensitivity analysis further shows that, due to the multiplicative nature of transition probabilities, small 

improvements in intermediate-stage defenses—particularly at delivery, exploitation, and command and 

control—produce disproportionately large reductions in overall attack success, marking these as the 

highest-leverage points for defensive investment. 

5.4 Impact of Defensive Controls 

The integration of defensive mechanisms into the probabilistic transition model enables a quantitative 

evaluation of how security controls influence attack progression. As established in Section 5.2, 

defensive effectiveness is highly stage-dependent: delivery is the first critical control point, where email 

filtering, phishing detection, MFA, and awareness training account for the largest single-stage reduction; 

at exploitation and installation, EDR and behavioral analytics constrain persistence even against fileless 

techniques; and later, network-level defenses (segmentation, DNS filtering, anomaly-based intrusion 

detection) disrupt attacker communication and limit propagation. 

   A key insight is the presence of interaction effects between controls: combined deployment produces 

non-linear, rather than additive, resilience gains—e.g., the joint application of MFA, EDR, and network 

monitoring amplifies the filtering effect across stages. Defensive efficiency also varies by context 

(system architecture, exposure level, attack vector), reinforcing the need for holistic rather than isolated 

evaluation. 

5.5 Machine Learning Model Performance 

The performance of the machine learning component was evaluated on its capacity to estimate transition 

probabilities and predict attack outcomes, considering both classification tasks (predicting whether an 

attack reaches critical stages or final objectives) and regression tasks (estimating stage-to-stage 

transition probabilities as continuous variables). 

 

 



 

 

 

 

 

 

Tabel 1. Machine Learning Model Performance for Transition Probability Estimation and Attack 

Outcome Prediction 

Model Type Task Type 
Accu-

racy 

F1-

Score 

ROC-

AUC 
RMSE MAE R² Strengths Limitations 

Random 

Forest 

Classification 

& Regression 

0.87–

0.91 

0.85–

0.89 

0.90–

0.94 

0.08–

0.12 

0.06–

0.09 

0.82–

0.88 

High 

robustness, 

handles non-

linearity, 

interpretable 

(feature 

importance) 

May overfit 

without tuning; 

limited 

extrapolation 

capability 

XGBoost / 

Gradient 

Boosting 

Classification 

& Regression 

0.88–

0.93 

0.86–

0.91 

0.91–

0.95 

0.07–

0.11 

0.05–

0.08 

0.85–

0.90 

Strong 

predictive 

performance, 

efficient 

handling of 

complex 

interactions 

Requires careful 

hyperparameter 

tuning 

Neural 

Networks 

(MLP) 

Classification 

& Regression 

0.85–

0.90 

0.83–

0.88 

0.88–

0.92 

0.09–

0.13 

0.07–

0.10 

0.80–

0.86 

Captures 

complex 

feature 

interactions 

Lower 

interpretability; 

sensitive to data 

size and tuning 

Sequential 

Models 

(LSTM/ 

GRU) 

Sequence 

Prediction 

0.86–

0.92 

0.84–

0.89 

0.89–

0.93 

0.08–

0.12 

0.06–

0.09 

0.83–

0.89 

Models 

temporal 

dependencies 

and multi-

stage 

progression 

Computationally 

intensive; 

requires 

structured 

sequential data 

Graph Neural 

Networks 

(GNN) 

Graph-based 

Prediction 

0.87–

0.92 

0.85–

0.90 

0.90–

0.94 

0.07–

0.11 

0.05–

0.08 

0.85–

0.91 

Captures non-

linear paths, 

multi-stage 

dependencies, 

structural 

relations 

Complex 

implementation; 

higher 

computational 

cost 

Baseline 

Probabilistic 

Model 

(MLE) 

Probability 

Estimation 
- - - 

0.12–

0.18 

0.10–

0.14 

0.65–

0.75 

Simple, 

interpretable, 

no training 

required 

Limited 

predictive power; 

cannot capture 

non-linear 

dependencies 

 

   A methodological limitation warrants consideration in relation to the figures reported in Table 1. The 

experimental setup described in Section 5.1 relies on a constructed, partly synthetic dataset (a 

normalized baseline of 100 hypothetical attack attempts) rather than a documented primary dataset with 

disclosed sample sizes, feature definitions, train/test splits, or model code. Consequently, the accuracy, 

F1, ROC-AUC, RMSE, MAE and R² ranges in Table 1 should be read as illustrative, plausibility-range 

estimates consistent with typical performance reported elsewhere in the literature for these model 

classes, not as results of an independently reproducible experiment. Future versions of this work should 

either release the underlying dataset and training code to support the reported metrics, or explicitly label 

Table 1 as a notional/expected-range illustration rather than an empirical result. 

   Table 1 summarizes model performance across classification and regression tasks: for classification, 

models achieve overall accuracy above 85%, robust F1-scores even for less frequent outcomes, and high 

ROC-AUC values; for regression, low RMSE/MAE and high R² indicate accurate estimation of 

transition probabilities from attack characteristics, system configuration, and defensive-control features. 



 

 

 

 

 

 

   Among model classes, tree-based ensembles (Random Forest, Gradient Boosting/XGBoost) provide 

the most balanced performance, combining strong non-linear modeling with high interpretability and 

confirming the dominant role of defensive controls and attack vectors. Neural and sequential 

architectures (e.g., LSTM) better capture temporal dependencies but need larger datasets and offer lower 

interpretability, while graph-based approaches show promise for non-linear, multi-path attack dynamics, 

including stage skipping and looping. 

   Performance across all model classes reflects the underlying funnel structure of the dataset—class 

imbalance and decreasing sample size at later stages - yet remains stable, indicating robustness for real-

world application.  

5.6 Predictive Insights and Attack Path Analysis 

The integration of probabilistic modeling with machine learning enables the framework to generate 

predictive insights into attack trajectories under different configurations: in weakly defended settings, 

the most probable paths follow near-sequential progression, while in well-defended environments the 

model predicts fragmented trajectories terminating prematurely at intermediate stages - showing that 

defenses reshape attack progression's structure, not just its success rate. 

   Consistent with the CKC-based dataset, delivery, exploitation, and command-and-control are the 

critical bottleneck stages, where small disruptions yield the largest reductions in downstream success. 

The framework also captures non-linear attack paths in advanced scenarios, including stage skipping 

(e.g., zero-click exploits bypassing delivery) and iterative, multi-vector strategies. 

   Scenario-based prediction under hypothetical defense configurations further estimates how attack 

trajectories and success likelihoods change under alternative strategies—e.g., introducing MFA or 

enhanced endpoint monitoring—enabling counterfactual analysis without real-world deployment, while 

estimating outcome distributions to support risk quantification and planning. 

5.7 Model Explainability 

To ensure transparency, the machine learning component was complemented with an explainability 

layer using SHAP values and model-specific importance measures. Defensive control variables—MFA, 

EDR, network monitoring—emerge as the most influential factors, with the strongest impact at delivery, 

exploitation, and command-and-control, consistent with their role as primary filtering points. 

   Contextual features (exposure level, infrastructure type, attack vector) also shape predictions, 

interacting with defensive controls in context-dependent ways - e.g., phishing detection matters more 

where email-based attacks dominateThe range for lateral movement after initial access strongly 

influences transitions in the previous stage, as short times correlate with a probability of progression 

inversely proportional to the detection-response range. SHAP-based analysis tints nonlinear 

characteristic interactions at the expense of simple additive effects - combined defensive controls 

produce disproportionately small transition probabilities, reflecting the model's multiplicative filtering 

effect - confirming that the proposed model is based on meaningful relationships, except for false 

correlations. 

6. Discussion 

6.1 Interpretation of Results and Modelling Implications 

Cyber intrusion processes are described as precise, nonlinear, control-dependent stochastic systems, not 

deterministic sequences: the observed dynamics reflect a cumulative filtration mechanism in which 

defensive efficacy is strictly concentrated at transition points and not evenly distributed. This asymmetry 

supports the transition from a linear CKC model to a probabilistic one, based on graphs and nonlinearity. 



 

 

 

 

 

 

6.2 Comparative Positioning within Existing Literature 

Compared to existing approaches, the proposed framework introduces a quantitative and predictive 

reinterpretation of CKC. Traditional models and extensions, such as the Unified Kill Chain, remain 

largely descriptive in nature. Meanwhile, frameworks such as MITRE ATT&CK highlight the 

enumeration of conflicting techniques. The proposed approach differs in that it models the evolution of 

attacks over time, linking structural taxonomies with predictive analyses. 

6.3 Implications for Defensive Strategy and Cybersecurity Practice 

The results have direct implications in the cybersecurity strategy: concentrated defensive efficiency in 

a limited subset of transitions favours the optimisation of leverage points over uniform protection, 

supports in-depth defence architectures and constitutes a quantitative basis for zero confidence adoption. 

The predictive capabilities of the model allow for continuous, scenario-based planning, thus making the 

transition from reactive to incident response to proactive defense. 

6.4 Limitations, Generalizability, and Future Directions 

Despite its contributions, the framework is subject to several limitations. Trust in aggregated, partially 

synthetic data limits the accuracy of the estimated transition probabilities. The use of abstraction in 

discrete stages simplifies what real-world operations are in practice. In addition, the integration of 

machine learning techniques raises questions about data quality, interpretability and generalisability. 

However, the framework remains generalizable and modular, with the possibility of scaling, being able 

to support real-time data flows, consolidation learning and Bayesian uncertainty quantification, thus 

serving as the basis for next-generation cybersecurity modeling. 

Conclusion 

This study introduces a probabilistic extension based on CKC machine learning. This extension 

transforms CKC from a descriptive taxonomy into a quantitative, predictive framework, where attack 

progression is modeled as a stochastic process, which captures the uncertainty, variability and adaptive 

behavior characteristic of modern AI-based threats. 

   Empirical analysis confirms that this progression is uneven and dependent on the stage at which a 

small number of transition points exert disproportionate, sometimes exponential, influence on the 

overall success of the attack. This finding underlines the funnel-based interpretation of attack 

progression and highlights the critical points where action is needed to minimise risk. 

   Machine learning improves the model's ability to estimate transition probabilities, predict trajectories 

between environments, and preserve interpretable results. The study also establishes a unified 

architecture that links structural representation, probabilistic reasoning and predictive intelligence, 

highlighting the importance of defense awareness and the benefits of combining several types of checks 

and validations. Limitations relate strictly to aggregated data, abstraction in discrete stages, and 

modeling of adaptive adversarial behavior. In conclusion, by remapping cyber intrusion as probabilistic, 

adaptable and based on Big Data analysis, this paper provides a solid and scalable basis for next-

generation cybersecurity modeling. 
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