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Abstract. Blockchain technology has gained its place among the most important technologies 

nowadays. The unique characteristic of the blockchain is that it is implemented as a distributed 

ledger comparing with the traditional database management systems, therefore it is independent 

of a central authority. Moreover, blockchain contains cryptographic mechanisms that protect the 

data and ensures integrity. In this paper, we present the advantages of using blockchain in the 

maritime industry and propose a blockchain-based framework for this field. 

1.  Introduction 

Blockchain Technology, also called Distributed Ledger Technology (DLT), provides a secure approach 

for transactions that eliminates the need for a central authority. It was introduced in 2008 by a group 

under the pseudonym Satoshi Nakamoto, who implemented the Bitcoin and released its white paper [1]. 

Blockchain has gained its place among the most important technologies nowadays because it can be 

used for reducing risks, avoiding fraud, and bringing transparency. Moreover, it is scalable and can be 

applied in many activity domains. 

The main elements of a blockchain structure are block, node, and miner [2]. A block usually is made 

of three components, namely the data itself, a random nonce based on which the header hash of the 

block is generated, and the hash seeded by the nonce.  More blocks form a chain and each block contains 

its own nonce and hash, which are unique, and additionally a referring to the preceding block’s hash. A 

node is represented by any device that has copies of the chain and helps the network to be functional. 

Note that a blockchain network is decentralized, functioning on a peer-to-peer basis, therefore each node 

communicates with all other nodes and has its own copy of the blockchain. The network should be 

programmed to apply specific algorithms to update, trust and examine new blocks. Lastly, a miner 

creates a block. To create a block, the miner must resolve a very difficult math problem that finds a 

nonce that produces an acknowledged hash. When such nonce is discovered, the block is added to the 

chain. To perform a transaction, the network can be programmed to use one of the following techniques 

to allow nodes to validate the transaction: Proof-of-Work (PoW) and Proof-of-Stake (PoS). The first 

algorithm is used to prove that the nodes have enough computational power to make transactions, while 

the other technique is used to make sure that the nodes have enough coins to validate the transactions. 

From the above description, we can conclude the following characteristics of a blockchain network: 

decentralization (there is no central authority), persistency (each node has a copy of the blockchain), 

anonymity (users that launch interactions with the network have generated addresses), and audibility 

(each transaction is validated before being added to the blockchain and it can be easily reviewed). 



 

 

 

 

 

 

Blockchain can be applied in many activity domains, such as finance [3], [4], education [5], healthcare 

[6], logistics [7], manufacturing [8], [9], energy [10], robotics [11], [12], etc. In 2020 the global 

blockchain market worthen USD 3.0 billion and it is predicted to grow to USD 39.7 billion by 2025 

[13]. 

The paper is organized as follows: in the current section, we presented general information about 

blockchain, in the second section, we present the solutions for the maritime industry based on blockchain 

technology. In addition, we present the advantages and the disadvantages of this approach. In the third 

section, we describe our proposed framework that uses blockchain technology applied in the maritime 

industry and discuss its security and practical results. Finally, we present the conclusions of the paper. 

2.  Blockchain for the Maritime Industry 

In this section, we present important results achieved in using blockchain for the maritime industry. 

In the work [14], the authors propose a system that manages the digital identities of the participants 

in the blockchain network. When a potential participant adheres to the network, a pair of public and 

private keys are generated for this user and a digital certificate (based on the public key and digital 

signatures) that will represent its digital identity and will be later used by the user to be recognized by 

the blockchain participants. After it is accepted in the network, the participant uses its private key to 

sign operations and the rest of the participants check the validity of the transaction by checking the 

digital signatures. Further, the authors provide a use case for their management system, regarding the 

moment when the cargo is changed between two participants. 

In [15] the authors have another approach of using blockchain in maritime. Here, the private 

blockchain is used in the authentication process for the IoT (Internet of Things) devices from the ships. 

The authors prove their solution can be used for intrusion avoidance and analyze the impact of this 

implementation on the overall performance of the system, showing that it is sustainable and effective. 

As stated in [16] blockchain can have an economic impact on maritime transport. Here, the authors 

make a study about the use of blockchain for information exchanging and show how it can influence 

sustainability from an environmental and social point of view. 

In [17] the authors propose a blockchain-based system for real-time ship tracking, in which the smart 

contracts are replacing the physical documents. Also, they show that using blockchain it can lead to a 

less centralized logistics field worldwide. 

Blockchain technology can be roughly seen as a distributed database that can be consulted at any 

time, providing data whose integrity is preserved. For the maritime industry, blockchain has many 

advantages from which we can mention: 

• Privacy: the network works on a peer-to-peer basis, while the interactions between them are 

secured using cryptographic mechanisms. Moreover, users are assigned an encrypted unique 

identifier, which makes their identities protected and each node in the network may safeguard 

sensitive data, for example, information about customers. These aspects can be translated into 

the maritime industry in the fact that all entities involved in the shipment process can access 

data anytime and can generate a trail of secure audits for the shipments. 

• Integrity and security: the encryption of one record is separate from all other records, and the 

keys used are related to the nodes that participated in the transaction. Additionally, the record 

is registered by each node in the network. Due to its functioning mechanism, blockchain does 

not allow altering a record once it was registered. This is useful in the maritime industry because, 

on one hand, all operations are encrypted and registered properly, and on the other hand, they 

cannot be denied and are available for all participants involved.  

• Confidence: the accuracy in blockchain reaches a high degree, because as it was seen it cannot 

be altered once registered and the ledger can be seen by all participants simultaneously and in 

real-time. With this characteristic, the advantage in the maritime industry is that the logistic 

process can be managed better. 

• Availability and reduced costs: it can be clearly seen that the information is available at any 

moment. Are implemented in the smart contracts, representing pieces of code that are executed 



 

 

 

 

 

 

any time when a transaction needs to be validated, ensuring that the rules of the blockchain 

network are followed. The costs are reduced from different points of view, for example, the 

physical paper is eliminated from the process, administrative mistakes are avoided and the 

operations become more efficient, as they become digital. 

3.  The proposed framework 

In this section, we present the proposed framework that is designed for maritime environments that work 

with documents. Our framework includes a searchable encryption scheme, whose search operation is 

based on blockchain technology. Searchable encryption (SE) is a cryptographic mechanism that allows 

the data user to search over encrypted data. In general, there are four entities involved in a searchable 

encryption system, namely, trusted authority (TA), data owner (DO), data user (DU), cloud server (S). 

Every entity has its specific characteristics as follows: TA generates the system parameter and generates 

the pair containing the public and the private key for DO, DU and S, DO owns the data, encrypts it and 

send it to the server, DU generates search queries and decrypts the results, S performs the search query 

over encrypted data and sends the results to DO. The workflow for searchable encryption is presented 

in Figure 1. 

 

Figure 1. The general workflow in a general SE scheme 

 

The algorithms included in our framework are: 

• 𝑆𝑒𝑡𝑢𝑝(𝜆) → 𝑆𝑃. Based on the security parameter 𝜆, TA generates the parameters of the 

system. 

• 𝐺𝑒𝑛𝑒𝑟𝑎𝑡𝑒(𝑆𝑃) → ((𝑝𝑘𝑠, 𝑠𝑘𝑠), (𝑝𝑘𝐷𝑂 , 𝑠𝑘𝐷𝑂), (𝑝𝑘𝐷𝑈, 𝑠𝑘𝐷𝑈)). Using the security parameters 

SP generated above, TA generates the keys in the form (𝑝𝑢𝑏𝑙𝑖𝑐𝐾𝑒𝑦, 𝑠𝑒𝑐𝑟𝑒𝑡𝐾𝑒𝑦) for the 

other entities. 

• 𝐸𝑛𝑐𝑟𝑦𝑝𝑡(𝐷, 𝑝𝑘𝐷𝑂) → 𝐶. Using its public key 𝑝𝑘𝐷𝑂, DO encrypts the set of the owned 

documents 𝐷 = {𝑑1, … , 𝑑𝑛}, resulting the encryption 𝐶 = {𝑐1, … 𝑐𝑛} of these documents. 

Then DO sends the encrypted documents to S. 

• 𝐵𝑢𝑖𝑙𝑑𝐼𝑛𝑑𝑒𝑥(𝐾𝑤, 𝑝𝑘𝐷𝑈) → 𝐼. DO performs the algorithm for building the index structure 

using DU’s public key 𝑝𝑘𝐷𝑈 and set of keywords 𝐾𝑤 = {𝑘𝑤1, … , 𝑘𝑤𝑘} that characterize the 

documents. In this step intervenes the modification of the traditional SE scheme, because 

DO sends the index structure (which is encrypted) to the blockchain network (BN). 

• 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑘𝑤′, 𝑝𝑘𝑆, 𝑝𝑘𝐷𝑂, 𝑠𝑘𝐷𝑈) → 𝑇2𝑘𝑤′. DU uses for running this algorithm more 

parameters: the keyword 𝑘𝑤′ that needs to be searched, DO’s public key 𝑝𝑘𝐷𝑂and his/her 

own private key 𝑠𝑘𝐷𝑈 based on which it is generated a link-value 𝑇1𝑘𝑤′ . Then the server 

performs a checking algorithm using the link-value 𝑇1𝑘𝑤′  and its private key 𝑠𝑘𝑆, resulting 

the final trapdoor value 𝑇2𝑘𝑤′ , which S sends to BN. 



 

 

 

 

 

 

• 𝑆𝑒𝑎𝑟𝑐ℎ(𝐼, 𝑇2𝑘𝑤′) → 𝐶′. The blockchain network performs the search process, as follows: 

firstly, it checks that the timestamp of the transaction for the search query is less than the 

standard one, which is contained in the smart contract of BN. If so, then proceed further, 

otherwise, reject the transaction. Then, BN checks whether the node of the user that 

submitted the search query has enough computational power. If so, then passes to the next 

step, otherwise rejects the transaction. The final step is the search process. Using the index 

structure 𝐼 and the trapdoor 𝑇2𝑘𝑤′, BN returns the encrypted indexes that match the search 

criteria, i.e. 𝑇2𝑘𝑤′ , sends them to S and then validates the transaction. On its side, S transmits 

to DU the encrypted documents 𝐶′ corresponding to encrypted indexes.  

• 𝐷𝑒𝑐𝑟𝑦𝑝𝑡(𝐶′, 𝑠𝑘𝐷𝑈) → 𝐷′ . After receiving the encrypted documents 𝐶′, DU decrypts them 

using the secret key and obtains the set of plain documents 𝐷′. 
The correctness of the proposed framework consists in the fact that for any trapdoor generated based 

on a valid keyword, then the search algorithm returns the correct corresponding encrypted documents, 

namely 

 𝑃[𝑆𝑒𝑎𝑟𝑐ℎ(𝐼, 𝑇2𝑘𝑤′) ≠ ⊘∶  𝑇2𝑘𝑤′ = 𝑇𝑟𝑎𝑝𝑑𝑜𝑜𝑟(𝑘𝑤′, 𝑝𝑘𝑆, 𝑝𝑘𝐷𝑂, 𝑠𝑘𝐷𝑈)] = 1, 

where the symbol ⊘ represents the empty set. 

Our proposed framework has the following security characteristics: 

Integrity. Since the search process is made on the blockchain network, this ensures the integrity of 

the process. 

Non-repudiation. When a search transaction is completed, it is registered by any node in the network, 

therefore, it is extremely difficult to deny a search operation. 

Reliability. The search process is transparent and involves the participation of the server. A remark 

is the fact that in the system, the participants may use different encryption techniques for the indexes 

and for the documents, leading to a better security. 

Fairness. Once the rules are established, these are registered in the smart contract of the blockchain 

and cannot be modified. 

4.  Conclusion 

In this paper, we discussed the advantages of blockchain technology for the maritime domain and we 

have seen where it can be included to form secure and transparent systems. Another result of the paper 

is the searchable encryption framework that integrates the blockchain technology for encrypted 

document search in the cloud. 
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