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Abstract. The paper will describe different scenarios on how cloud architectures can be used
together with complex encryption techniques (e.g., searchable encryption), by providing a
concrete implementation scenario of searchable encryption for maritime software.

1. Introduction

As we have seen, in 2020 many businesses and institutions were facing very powerful cyberattacks on
their infrastructures, resulting in corrupted privacy of the data stored in the cloud, creating security
breaches and allowing different vulnerable points to be exploited and producing data leakages (e.g.,
SolarWinds, FireEye). Starting with 2021, we have facing other powerful security attacks on different
components of complex systems (e.g., Microsoft Exchange Servers).

The main purpose of the work presented in this paper is to give with a first attempt for the
practical implementation of a searchable encryption mechanism applied in a cloud environment for
maritime software applications (locally running or in the cloud). With the help of this mechanism, we
will have at least an extra level of security in protecting the search process without exposing real data
outside through the network’s endpoints (shoreside, main cloud, and local cloud from the ships),
keeping all the documents and data locally, and using only the search requests sent by the data owner
(DO). An interesting approach for cloud architectures based on searchable encryption as a security
mechanism can be seen in [10]. In [23], the author is showing and demonstrating a challenging
solution for a visualization laboratory for earth sciences based on a multidisciplinary approach. His
solution can be adjusted properly also for the maritime industry and data management, opening
interesting research directions.

What is searchable encryption? Different sources will give multiple definitions, some of them quite
fancy. In simple terms, a searchable encryption scheme represents a way to protect the sensitive data
of the users, while providing protection for the searching process on the server-side. In Section 2 we
will elaborate on how this goal of searchable encryption can be achieved.

In the last few years, a variety of searchable encryption mechanisms have been proposed, and
many institutions are making important efforts in adopting searchable encryption techniques into their
information security procedures. Using searchable encryption techniques, the data is protected in an
unsafe environment, such as third-party servers. Therefore, the cloud servers or data centers can host
various types of data encrypted using particular encryption schemes, while the data user is enabled to
obtain specific encrypted data or documents that meet pre-defined search rules based on query-
keywords.
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Searchable encryption can be defined as well, as follows: it is an encryption system that contains
well-defined algorithms which enable the search operation to be applied on the encrypted data,
eliminating the need of retrieving from the server and then decrypting it to get the desired result.
Searchable encryption can include additional algorithms that manage the access of the users to the
search ar decryption algorithms based on the characteristics of the user in the system (role and
permissions).

Paper Structure. The structure of the paper has five (5) Sections, as follows:

o Section 1 — Introduction summarizes the importance of having dedicated and secure cloud
architectures, pointing out the main vulnerabilities points and how they can be encountered
in real situations.

o Section 2 — Literature Review provides the most important cloud architectures that can be
used together with complex encryption schemes (e.g., searchable encryption).

o Section 3 — Preliminaries presents the notions and definitions that will be used further in
our work, as well as an overview of the general searchable encryption scheme.

o Section 4 — Maritime Software Industry Challenges will introduce the main challenges for
porting the software applications and their resources in a secure cloud computing
environment.

o Section 5 — The proposed scheme will discuss the cloud architecture(s) that we propose,
which can be used together with a searchable encryption mechanism for the maritime
software industry.

o Section 6 — Conclusions will present our results by pointing out the main difficulties that
we have encountered and how we approach them for providing fixing solutions.

2. Preliminaries

Before moving forward with the main contributions of the papers, we will give a short overview of the
notions that we are using in this paper (see Table 1) and we present the general structure of a
searchable encryption scheme. The first step is to get familiarized with the concepts behind the
searchable encryption mechanism before moving forward. The scheme that we have chosen to be
presented as an example, has in its structure six algorithms, as we see them listed below:

1.

Genkey(w) - (pubkey: prvkey)

The generation of the pair of keys is done by the Geng,,, algorithm. The pair is formed as
(pubyey) and (prvy,y). The important parameter for this generation process is represented by
the security parameter (w).

E(di, pubkey) - Enc(c;)

Using an encryption function (E), the encryption algorithm takes as input the public key
(pubyey) and a plain document (d;) and outputs the encryption (Enc(ci)) of the document
parameter.

B; (di: kw: pubkey) - J

The algorithm for building the index structure (B;) has many input parameters, as follows: the
plain document (d;), the keyword that describes the current document (k,,), and lastly, the
public key (pubkey). The output is represented by the index structure j.

T(kw, prvkey) - T,

The algorithm is responsible for generating the trapdoor value that will take two parameters as
input, namely the query keyword and the private key (prvyey), while the output is one value
called trapdoor (T ).

S(Tkw, pubkey,j) - Enc(C)

The algorithm (S) that searches through the encrypted documents requires three elements as
input: the previously generated trapdoor (Tkw), the public key (pubkey), and lastly, the index



structure (j), while it returns the set of encrypted documents Enc(C) = {c;;, ..., ciy} that
matches the search criteria.

6. D(Enc(C),prvkey) - D(Enc(C))
The algorithm for decryption (D) requires the following values as input: the encrypted
document Enc(C), and the private key prvy,,, resulting in the set of plain documents Set, =
{Dj1, ... Dy} € S.

Table 1. Notations

Acronym Representation

DO Data Owner

DU Data User

GCSI Global Cloud Server Infrastructure
DC Document’s control

CMDC Cloud Maritime Data Center

MEI Maritime Enterprise Infrastructure
MLC Maritime Local Cloud

IDSFS IDS/Firewall/Security Gateway

é Set of documents

AC Access Control

d; document

pubyey Public key

PTrVkey Private key

w Security parameter

geNgey The generation key algorithm

Enc Encryption function

Ci The encrypted document

B; Building index

kyw Keyword

j The index

T, The trapdoor function generated using the keyword
C The set of the encrypted documents
D The algorithm used for decryption
Setp The set of the plain documents

K, The owner’s secret key

K, The server’s key

PP The public parameters of the system
Ry The function for user revoking

P The policy

S The ID of the server

Descgoc, The description of the documents set
PA Probabilistic algorithm

DA Deterministic algorithm

3. Literature Review

The current literature review is pointing out some of the main contributions which can be used as a
reference guideline for practical implementation, by having a clear delimitation between the
theoretical and practical background of searchable encryption.



A normal question that arises is related to the connection between the searchable encryption
scheme and the control of the access. In [27], Song et al. managed to provide a modern classification
for different searchable encryption flavors, and in [35] we have a comprehensive study about a
searchable technique with the help of which the searchable encryption and access control can be used
in the same system.

Searchable Symmetric Encryption (SSE). The contribution of Curtmola et al. [26] is important
because it firstly provides access for single users. The work-papers [16, 8, 7, 19] bring arguments as a
matter of demonstrating and proving the non-equivalent security mechanism that are listed in different
works [13, 9, 12, 11]. In this field were studied multi-user SSE re-encryption starting with [26], while
in [12] this is achieved based on re-encryption and broadcast encryption. In [24] the authors proposed
a solution based on SSE and oblivious RAM. Other important contributions are focused on different
challenges, such as: the trapdoor value is generated from multiple hashing operations [3], dynamic
searchable encryption based on leakage-resilient for verifiable memory [4], searchable symmetric
encryption designed to have multiple levels of access [5], symmetric searchable encryption based on
Boolean mechanisms [6]. Another application of the SSE is designed for private information retrieval
[14]. In [25] the authors propose a scheme designed for blind storage, in which the information that is
learned by the server or data owner from the search process is very limited.

PEKS - Public-key encryption with keyword search. In [2], the authors propose a very unique and
interesting searchable encryption scheme. Its main idea is to enables multi-creators for data and one
recipient [40]. This approach is very useful in software applications with applicability in fields such as
maritime, physics [20-22], or military where the design and the development require to provide access
to classified documents just for certain users or groups of users. An important remark here is that
many works have been focused on multi-destinations and access control, demonstrating in this way a
very high potential for real-world scenarios. Here, there is a separation between the searchable
encryption and access control that rely on third parties enabled for filtering the results obtained from
the search [15] or designing search queries [7, 17]. Another approach in the literature is using
attribute-based encryption with capabilities for keyword search [11, 7].

Using cloud services, the users can work with various types of documents (documents, sheets,
slides, etc.), an interesting security aspect is being raised by images and video files. In this situation, if
we are dealing with images that represent vital and confidential components, it is important to have a
second approach as a security mechanism. For this, in [28] the authors proposed an interesting
algorithm for image scrambling using a chaos-based algorithm for generating random permutations. In
[29], the authors are using a chaotic map and demonstrate how it can be used in a real-time image
encryption scheme.

In [30], the authors are discussing about an e-lottery system based on anonymous signatures. This
is a very good example for the case in which if a malicious person wants to have an immediate benefit,
he would be able to manipulate the searchable encryption scheme and the security advantage
computation, by creating a proper security game between users, data owners and servers. Also, another
important aspect that needs to be taken into consideration is represented by the fact that we never
should trust the user, as many errors and security breaches can be caused by an untrained user. For
this, we have found an interesting solution in [31] in which the authors are discussing about an insider
threat detection based on natural language processing and analyzing the personality profiles.

4. Maritime Software Industry Challenges
Due to the complexity of the software applications and cloud computing environments, a set of critical
vulnerabilities are being exploited with success every year. According to the OWASP (Open Web
Application Security Project) classification, we have taken into consideration a set of five
vulnerabilities that are exploited for maritime software applications.
The vulnerabilities are:
1. Injection flaws. Maritime software applications represent very complex software systems with
a significant amount of configuration files and with a high number of functions and modules.



An injection flaw is taking place when untrusted data is being sent such as a query (see Step 5
— The searching algorithm from Section 2).

2. Using components that have known vulnerabilities. A component represents a collection of
libraries, frameworks or other modules. Usually, in most of the cases, the components are
running under the same privileges as the maritime software application. Once the system has a
component that is vulnerable, the attackers will take every advantage, exploit it and causing
data loss.

3. Broken access control. Most of the maritime software applications have strong authentication
mechanisms and cryptographic mechanisms. In the case of maritime software applications is
very important to implement proper restrictions for users and to inflict them.

4. Security misconfiguration. When developing maritime software applications, security
misconfiguration is recommended to be treated as a part of security analysis. As the maritime
software industry is very complex and provides a variety of multiple software applications,
most of the security misconfigurations are represented by the followings: default
configurations that are set in a wrong mode, incomplete configurations, providing open cloud
solutions for storing documents and other types of data, HTTP headers and their
configuration, explicit error messages that expose sensitive data and information.

5. Insecure deserialization. Most of the time, deserialization is creating opportunities for the
attackers to inject and execute attacks based on the escalation of the privileges. Deserialization
is often creating flaws that are resulted in remote code execution.

Essentially speaking, it is very important to have test cases for developing maritime software
applications. Every functionality that is being developed needs to be tested in the early stages of the
development process. By doing so, it will make sure that the vulnerabilities will be identified properly
and eliminated immediately. In order to accomplish such complex tasks, it is recommended to include
in the test cases procedure the static code analysis. To perform static code analysis, it can be used free
or paid tools, such as Klocwork®, Apache Yetus? or CodeScene®. Static code analysis will give us the
verification of the software properties that are used in safety-critical computer systems and to locate
the potentially vulnerable code.

5. Proposed Scheme
Due to its characteristics and capabilities, searchable encryption has become an important encryption
technique, which lets the data users to generate search queries (based on specific keywords) that are
applied directly over the encrypted data. For a proper parametrization and application, understanding
who are the participants represents one of the main goals together with the components of a searchable
encryption system.

The following participants are involved in the system: the data owners DOs who own the set of

documents § = {6y, ..., 8,,), encrypt the documents and sends them to cloud storage; the data users

DUs who can initiate the search process with the approval of the DO. After DU initiates the search
query, further the DO transmits the query to the cloud storage. The last participant is the cloud server,
which stored the encrypted documents, applies the search operation and sends the encrypted result to
DU.

We have two categories of participants in our scheme (see Figure 1), human participants and
hardware components (represented by servers and cloud components). This being said, in Figure 1 we
have the following participants together with their roles:

e Human participants
o DO has two roles in the proposed scheme: to encrypt the documents as they are
created by DUs, and to process the queries for different documents (documents

! Klocwork, https://www.perforce.com/products/klocwork
2 Apache Yetus, https://yetus.apache.org/
8 CodeScene, https://codescene.io/
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that are already encrypted and stored on the server or newly created documents
that will be encrypted and immediately sent for being stored).

o DUs have the responsibility to create queries for the documents in order to access
them.

e  Hardware participants (components)

o IDS/Firewall/Security Gateway (IDSFS) — has the role of scanning all the requests
that are going through DO and coming from the shoreside through the maritime
infrastructure. Also, provides a high security mechanism for creating secure
communication channels.

o Maritime Local Cloud (MLC) — represents the entire infrastructure of servers and
interconnected network devices from the cruise ship/vessel/tanker. It serves as the
main point of storing the documents and data that are exchanged between
shoreside and ship.

o Maritime Enterprise Infrastructure (MEI) — represents the entire communication
and network devices infrastructure that guarantees the satellite communication
between the ship and shoreside.

o Document’s control (DC) — represents the load balancer used to deal with the
requests that are coming back and forward (we are talking about millions of
requests that can happen in a couple of minutes, for example in the case of
embarkation days for cruise ships).

o Global Cloud Servers Infrastructure (GCSI) — represents the entire infrastructure
(hardware and software services) where the data are stored and managed.

o Cloud Maritime Data Center (CMDC) — represents the entire local infrastructure
where all the documents and databases are stored. It acts as a backup and disaster
recovery solution. The main idea is not to store everything in the cloud without
proper measures for backup, security purposes and so on.

Figure 1. Maritime Enterprise Infrastructure (MEI)

Our scheme (see Figure 1) is based on the following scenario:

e Step 1 — The DO encrypts the documents and sends them to the MLC. Before arriving on the
MLC, the data is validated by the following two mechanisms: IDSFS network component and
DC component. The first component is responsible for making sure that the integrity of the
documents is untouched (e.g., forged), and the second component’s purpose is to ensure that all



the requests from the data owner are executed accordingly by allocating the proper hardware
resources, playing the role of a load balancer.

Step 2 — DUs are creating query requests for different documents, having the possibility to
access those documents, represented as outsourced data on the servers from the maritime cloud
infrastructure. In order to have powerful and optimized search queries, a very interesting
solution is proposed in [18];

Step 3 — The query requests are sent to the DO who validates and approves them. The
validation process is represented by checking if the requested documents are already encrypted
and stored on the servers from the shoreside data centers.

Step 4 — The servers from the maritime cloud infrastructure will return the search results by
querying the CMDC through the DC workflow, acting as a load balance as well;

Based on the roles of the participants and the proposed scheme in Figure 1, we have designed the
following algorithms that can be implemented:

L.

(Ko, Ks, PP) < geny,,(1%,P,S). The first algorithm geny,, represents a PA, his goal is to
output the K,, the K of the server, and the PP of the system. The geny,, algorithm will
generate the values (K, K; and PP) based on the following input parameters: the security
parameter (1¢), the policy (P) for the system and lastly, the unique ID of the server (S). The
DO triggers this algorithm.

Ip < B(Descyoc,, Ko, PP). The second algorithm B represents a PA, his goal is to output the
index structure I, constructed from the following input values: the keywords that describe the
set of documents Descg,.,, the private key (Kp) of the owner and the public parameters of the
system (PP). The DO triggers this algorithm.

Ky < F(u,0(u), Ky, PP). The third algorithm F represents a PA that is used for registering
users into the maritime system and for providing access to the proper servers, which outputs the
private key K for the data user. This value is obtained based on the following input
parameters: the unique identity of the user u , the values that describe the level of the access
8(u), DO’s private key Ky, and lastly the public parameters PP of the system. The DO triggers

this algorithm.
T(e,w(u)) « Q(w, K,). The fourth algorithm Q represents a DA that returns the token value

T(g_w(u)), computed based on the input parameters: the keyword w € A (in which A is the

dictionary from which the keyword is chosen) and the private key K, of the data user. DU
triggers this algorithm, but firstly it is verified whether DU has a proper clearance or level of
access w(u). If affirmatively, the tokenization algorithm runs, otherwise DU will receive a

proper message.
R ww) < S (T(B,w(u))'l p, K). The fifth algorithm S represents a DA that returns the set of

documents R (g «(u)) that matches the search token or a failure symbol ¢ if there are not such
documents, based on the following inputs: the token T g ) resulted from the previous

algorithm, the index structure I, and the server’s key K. The server triggers this algorithm.
An important characteristic here is the fact that the identifiers d; € D (g 4,y)) are incorporated

into the outcome, containing w, with the property that w(d]-) < w(u), where w(u;) is the
clearance (access level) for DU.

(Ko',Ks') < Ry(u,Kp, PP). The sixth algorithm Ry represents a PA that returns the new
keys for the data owner K,' and the server K after a data user is removed from the system,



based on the input parameters: the identifier u of the user that will be removed, the secret key
K, of the DO, and the public parameters PP. the DO triggers this algorithm.
The correctness of the SE scheme lays in the following fact: for all k € N, for all Kj, K that

are generated by geny,,, (1, P,S), for all Ip that are resulted from B(Descgoc , Ko, PP), w € A, u €
U, and for all Kj; that are resulted by F(u, 8 (u), Ky, PP), S(T(e}w(u)), Ip,K) = R(glw(u)).

6. Conclusions

The current work has examined and demonstrated how a searchable encryption scheme can
parametrize properly in order to apply it in a real environment, such as the maritime software industry.
Each aspect of research that has been pointed out raised a set of challenges, as follows:

During the state-of-the-art and finding the proper searchable encryption schemes from
theoretical background made us conclude that in practice, the hardware resources that are
necessary to be available and properly allocated are modest.

During the implementation process of our scheme and integrating it with the infrastructure
[32-34] has been raising some challenges, in order to obtain maximum reliability [35-38],
efficiency and timely execution of the computations and the algorithm implementations [39].
When we have proposed the access policy for the users of a maritime desktop/laptop station,
the challenges raised were in determining exactly what documents each type of user needs to
access. The policy has been implemented and we have obtained positive results without
experiencing any security issues.

The proposed theoretical scheme (see Section 5) represents the starting point from a
mathematical point of view, by sketching a big picture of the mathematical algorithms with
respect to the hardware infrastructure. In Section 4 we have described the entire system for
simulation purposes and how the scheme has been implemented for simulation.

The scheme (see Section 4) has been implemented in a virtualized system (using VMWare*
and ESXi®), by developing a maritime software application that is similar to Napa Logbook®
for the maritime industry. Our scheme manages to show success, both theoretically and
practically.

Future research directions. As a plan for future research directions, we have proposed a couple of
milestones that we want to reach and fulfill, such as:

e We want to extend our scheme and to provide implementations for many as possible
software applications (web, desktop) for cloud computing, edge computing, fog computing
and with a special focus for Internet-of-Things (IoT) devices.

e We have already started and moving forward with our scheme in different multi-
disciplinary fields, such as physics, biology, meteorology and agriculture. In physics, our
scheme has to be improved for special and dedicated complex systems, especially if the
software applications are built with the goal of collecting the data from the performed
experiments, related to tungsten experiments (as we can see in [7] and [8]) or plasma [9].
The experiments are quite complex, the software applications that generate reports and
other documents that contain experiment results, and they are made available in cloud
infrastructures require special attention from processing on high-performance computation
architectures perspective [24] and security perspective by guaranteeing confidentiality,
integrity and authentication of each process with respect for data.

4 VMWare, https:/www.vmware.com/
% ESXi, https://www.vmware.com/products/esxi-and-esx.html
® Napa Logbook, https://www.napa.fi/software-and-services/ship-operations/napa-logbook/
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e Collecting and comparing the results and provide better solutions as the technology evolves
(security analysis, timely execution, developer’s effort etc.) for searchable encryption
implementations. Also, big data support will be added and providing analytics.
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