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Abstract. Maritime communication has been revolutionized by technological advancements,
giving vessels access  to real-time data,  voice and video through a variety of technologies.
However, there are still challenges such as poor signal in stormy areas and interference due to
distance and temperature variations. Optimizing digital communication channels is crucial to
ensure  stable  and  high-quality  connection.  In  this  article  we  will  review  maritime
communication  technologies,  specific  requirements,  and  strategies  for  optimizing  digital
channels.

1.  Introduction
In recent decades, the technological advance in the field of communications has revolutionized the
way in which maritime vessels  operate and maintain their  connection with the rest  of  the world.
Today, maritime vessels have access to a variety of communication technologies that allow them to
transmit  and receive data,  voice,  and video in  real  time,  regardless  of  where they are  [1].  These
technologies include satellites, terrestrial networks, radio communications, Wi-Fi, GPS and more [2].

However,  maritime  communications  are  still  plagued  by  numerous  problems  and  challenges.
Marine vessels  navigate  hostile  environments,  such as  stormy ocean areas,  where communication
signals may be poor or non-existent. Maritime vessels also have to face the problems caused by long
distance, interference and temperature variations, which can affect the quality of communications.

In addition, with the rapid increase in the volume of data transmitted and received by maritime
vessels, it becomes more and more important to optimize digital communication channels, to ensure a
stable and high-performance connection [3]. Therefore, in this article, we will analyze and evaluate the
different maritime communication technologies, the specific requirements for data, audio and video
communications  in  the  maritime  environment,  and  strategies  for  optimizing  digital  channels  for
maritime communications.

Next, we will examine each of these topics in detail to better explain the context of digital channel
optimization for maritime communications and its practical implications.

2.  Maritime communication technologies: theoretical and practical aspects
Maritime communication technologies are essential for the proper and safe operation of ships and
other maritime vehicles. They enable communication between ships, between ships and ports,  and
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between  ships  and  other  land-based  facilities  such  as  maritime  traffic  control  centers  and
meteorological  centers.  In  addition,  these  technologies  enable  the  transmission  and  reception  of
essential information such as navigation data, weather information, safety data, and more.

There  are  a  number  of  maritime  communication  technologies  available,  each  with  their  own
advantages and disadvantages. Among the most used maritime communication technologies there are
satellite communications, radio communications, near-short mobile cellular networks, GPS, and more.

2.1.  Satellite communications
Satellite communications are frequently used in the maritime environment because they allow the ship
to communicate with the shore or with other ships located at great distances [4][5]. This technology is
efficient and reliable and offers global coverage, which means it can be used anywhere in the world.
Satellite  communications  are  essential  for  emergency  situations  and  to  communicate  critical
information related to the safety and security of ships.

In  addition,  satellite  communications  allow the transmission of  data,  voice,  and video  at  high
speeds and with good signal quality. This is an important feature in situations where the rapid transfer
of information is required or when clear and precise communication is required. Satellites offer a large
bandwidth, which allows a higher data transmission capacity and a higher data transfer speed [6][7].

Another important feature of satellite communications is that they allow real-time communication,
which is essential for maritime operations [8]. This can be vital in emergency situations, where every
moment counts and it is important that the information reaches its destination as quickly as possible.
Satellite  communications are also ideal  for  use in  situations  where there is  no terrestrial  network
coverage or to avoid problems related to electromagnetic interference [9].

2.2.  Radio communications
Radio communication is another popular way of maritime communication, which uses radio waves for
signal transmission. Radio communications are useful for communicating with ships near shore or in
areas with good radio coverage. This type of communication has the advantage of low costs, being
relatively cheap compared to other more advanced technologies [7]. Also, the equipment required for
radio communications is relatively simple and easy to use.

However, radio communications are limited to a limited transmission range, which is influenced by
factors such as signal strength and the frequency used. If the ship is out of radio coverage or in a weak
signal area, then communication may be difficult or even impossible [10]. Radio communications are
also vulnerable  to  electromagnetic  interference that  can disrupt  the signal  and affect  transmission
quality.

Another aspect to consider when using radio communications is atmospheric variation, which can
affect the radio signal. In certain weather conditions, such as dense fog, rain or storms, the signal may
be disrupted or even lost completely. Also, radio communications can be affected by interference with
other equipment using the same radio frequency [11].

2.3.  Terrestrial networks
Terrestrial networks are mainly used for communication between ships and ports or other land-based
facilities [4][12][6][13]. They can use technologies like Wi-Fi and 4G and 5G networks to transmit
data and provide high-speed connectivity [14][7]. These networks are also widely available in most
land areas, making them a popular option for maritime communication.

However, terrestrial networks are limited to a limited coverage range, which can be a problem in
remote maritime areas or areas with poor terrestrial coverage. In addition, there are speed and capacity
limitations of terrestrial networks, which can lead to delays and poor signal quality during heavy traffic
[15][8].



On the other hand, there are advantages to using terrestrial networks for maritime communication.
First, these networks are relatively cheap and easy to use, as most ships are equipped with devices that
allow connection to these networks [9]. Terrestrial networks can also provide high-speed connectivity,
making them an ideal option for high-volume data transmission or real-time video communication
[16].

2.4.  GPS
GPS is  a  satellite  navigation technology that  is  widely used in  the maritime field.  GPS provides
essential information for navigation and maritime traffic management by accurately determining the
vessel's position. This information can be used to avoid collisions with other ships, calculate sailing
routes and plan efficient courses.

GPS is also useful for communicating position and other navigational information between ships.
This can be achieved by means of specialized communications devices (like AIS [17]) that allow the
ship's position and other navigational information to be transmitted to other ships or to land-based
facilities. This communication can help coordinate navigation and prevent collisions.

In  addition,  GPS  can  be  used  for  other  maritime  applications  such  as  fisheries  monitoring,
container  tracking  and  ship  navigation  in  ice  areas.  GPS  can  also  be  integrated  with  other
communication  technologies  to  improve  communication  efficiency  and  provide  more  information
about the vessel's position and navigational conditions.

In addition to these technologies, there are other maritime communication solutions available, such
as  fiber  optic  communication  systems,  cable  communication  systems,  and  more.  Each  of  these
technologies  has  its  own advantages  and disadvantages,  and  the  choice  of  the  most  suitable  one
depends on the specific requirements of maritime communications.

3.  Specific requirements for data, audio and video communications in the maritime 
environment
Data, audio,  and video communications in the maritime environment are extremely important  and
necessary for naval  operations and for the safety and security of crew and vessels.  However,  the
maritime environment is one of the harshest and most inhospitable communication environments, due
to weather conditions,  long distances between ships and shore,  and other factors.  In addition,  the
maritime  environment  is  full  of  noise,  interference  and  instability,  which  makes  digital
communications even more difficult to manage and optimize.

Because of these factors, data, audio, and video communications must meet a number of specific
requirements  to  be  efficient  and  reliable.  First  of  all,  they  must  be  robust  and  able  to  withstand
interference and noise, so that they are permanently available, even in extreme weather conditions or
in  case  of  breakdowns.  Secondly,  they  must  be fast  and have a  low latency,  to  ensure real-time
communication between ships and the shore, or between different ships.

In addition, data, audio, and video communications must be secure and provide adequate privacy
[18][19]. In particular, in the case of the transmission of sensitive information, such as navigational
information or military information, it is important that it is not intercepted by unauthorized persons or
enemy  ships.  Therefore,  strong  encryption  solutions  and  appropriate  security  systems  must  be
implemented to protect this information.

Likewise, data, audio, and video communications must be easy to use and not require advanced
technical expertise. In particular, in case of emergencies or breakdowns, it is important that the crew
can use these systems quickly and efficiently, without the need for special training or advanced IT
knowledge.

Another  important  requirement  for  data,  audio  and  video  communications  in  the  maritime
environment is to be able to adapt to different situations and provide adequate flexibility. In particular,



if ships have to communicate with other ships or with control centers in different areas of the world,
they must be able to adapt to different communication protocols and standards, as well as to frequency
and band differences.

To be effective and reliable, data, audio and video communications in the maritime environment
must meet a number of specific requirements, such as robustness, speed, security, ease of use and
flexibility. The implementation of appropriate solutions for these requirements can contribute to the
optimization  and  efficiency  of  communications  in  the  maritime  environment,  ensuring  real-time
communication between ships and the shore, or between different ships, as well as an improvement in
naval safety and security.

To  meet  these  requirements,  various  technologies  and  solutions  for  data,  audio  and  video
communications are available, such as satellites, wireless networks, optical fibers and other advanced
technologies.  In  addition,  encryption  and  security  solutions  are  available  in  various  forms,  from
hardware encryption to software and public key security solutions.

Likewise, digital communications solutions for the maritime environment must be compatible with
various international standards and regulations, such as the SOLAS Convention and the ISPS Code.
The SOLAS Convention (International Convention for the Safety of Life at Sea) is an international
treaty  that  sets  safety  standards  for  ships  and  human  life  on  board.  It  contains  rules  for  the
construction,  equipment  and operation of  ships,  as  well  as  standards  for  maritime navigation and
communication  systems.  For  example,  it  sets  out  the  minimum  requirements  for  navigation  and
communication equipment to be installed on ships, as well as the procedures to be followed in the
event of a maritime incident or casualty. The International Code for the Protection of Ships and Port
Facilities (ISPS) was adopted after the terrorist attacks of 11 September 2001 and aims to prevent and
reduce the risk of acts of terrorism against ships and ports. It sets the minimum security requirements
for  ships  and  ports,  including  communication  and  information  systems.  All  commercial  vessels
operating in international ports must comply with ISPS requirements and be certified accordingly.
Therefore, digital communications solutions for the maritime environment must be compatible with
these international standards and regulations, so that they can be used in any port or on any maritime
route. This ensures that ships are able to communicate effectively and receive important information
related to navigation, security and other aspects critical to maritime operations.

Optimizing data, audio and video communications in the maritime environment can bring many
benefits, including improved naval efficiency and productivity, increased crew and vessel safety and
security,  and  reduced  operating  costs  and  times.  Therefore,  the  implementation  of  appropriate
solutions for maritime communications can be particularly important for ship operators and owners, as
well as for the various maritime organizations and authorities.

4.  Optimizing digital channels for data, audio and video communications
In the last decades, the development of digital communication technologies had a significant impact on
maritime communications. This allowed the transmission of data, audio and video over long distances
and  with  good  signal  quality.  However,  in  order  to  maximize  the  efficiency  of  maritime
communications, it is necessary to optimize the digital channels used for these purposes.

Digital  channel  optimization  refers  to  the  use  of  technologies  and  algorithms  to  improve  the
performance of digital communication channels. This can be achieved by reducing interference and
noise, by increasing data transfer capacities, and by improving signal quality. To optimize the digital
channels  used  in  maritime  communications,  there  are  a  number  of  technologies  and  solutions
available. We present some of them in the following sections.

4.1.  Signal encoding and decoding
Signal  encoding and decoding is  an important  element of digital  communications in the maritime
environment. The main purpose of this process is to reduce transmission errors and improve signal



quality. To achieve this, different technologies are used, such as FEC (Forward Error Correction) or
ARQ (Automatic Repeat Request).

FEC is a technique used to detect and correct errors during transmission. This involves adding
additional control data to the transmitted data so that the receiver can detect and correct any errors. If
the signal is affected by interference or transmission errors, FEC can correct the errors without the
need to retransmit the entire data packet.

ARQ is a technique that allows error detection and correction by retransmitting error-affected data.
In this case, the receiver requests retransmission of the data and the sender resends the affected data.
This process can be repeated until data is correctly transmitted and received.

By  using  these  technologies,  efficient  and  high-quality  communication  can  be  ensured  in  the
maritime environment, reducing transmission time and optimizing the transmission of data, audio and
video between ships and land installations.

4.2.  Signal modulation
Signal modulation refers to the process by which the information signal is modified to be transmitted
over the communication channel. By modulation, the signal is adapted so that it can be transmitted
over different communication media, such as cables, optical fibers, radio waves or satellite [20].

There  are  different  modulation  technologies  such  as  amplitude  modulation  (AM),  frequency
modulation (FM), phase modulation (PM), amplitude and phase modulation (QAM), and many others.
Each modulation technology has its own characteristics that make it suitable for certain applications.

In maritime communications, signal modulation is used to improve digital channel efficiency and
increase data transfer speed. For example, QAM modulation can be used to allow the simultaneous
transmission of multiple digital signals on the same channel, which can improve the data transfer rate.

Signal modulation can also help reduce interference, which can affect the communication signal.
This  can  be  achieved  by  using  spread-spectrum  modulation  techniques  such  as  time-division
frequency modulation (TDMA), which uses a single frequency for multiple signals but transmits them
in different time slots. This can reduce interference and increase the efficiency of the communication
channel [21].

In general, signal modulation is an essential technique in optimizing digital channels for maritime
communications and can be used in combination with other technologies to improve the quality and
efficiency of communications.

4.3.  Use of directional antennas
Directional antennas are an important component of digital communications systems for the maritime
environment. They are used to improve signal quality and reduce interference by focusing the signal to
a specific point [10].

Directional antennas are able use the directivity pattern to direct the signal in a certain direction.
The directivity diagram is a graphical representation of how the signal is emitted by the antenna as a
function of direction. Antennas with a larger directivity pattern can focus the signal to a specific point
and reduce interference from other directions.

In addition, directional antennas can be used to increase signal coverage in a certain area. Antennas
with a larger directivity pattern can be used to extend signal coverage in a certain direction, which is
useful when ships need to communicate in isolated or limited coverage areas.

In general,  the use of directional antennas can significantly improve the performance of digital
communications  systems for  the maritime environment  by  improving signal  quality  and reducing
interference.

4.4.  Mesh networks



The use of mesh networks can be an effective solution to improve connectivity in maritime areas, as it
allows the formation of a network of devices that can connect to each other and transfer data between
them. These networks are characterized by the fact that there is no centralized structure, but all devices
are able to connect to each other and transmit data [22][7].

This  can  be  useful  in  maritime  areas  where  ships  are  often  far  from terrestrial  networks  and
connectivity may be limited. By using mobile devices that connect to each other, a network can be
formed that can cover a larger area and provide better connectivity. In addition, these mesh networks
can be integrated with other communication technologies, such as satellites and radio communications,
to improve coverage and signal quality.

However, there are also some disadvantages of using mesh networks in the maritime environment.
One of the major problems is  the limited capacity of data transfer,  which can be affected by the
number  of  devices  connected  to  the  network  and  the  distance  between  them.  In  addition,  these
networks can be vulnerable to interference and security issues, so steps must be taken to ensure the
protection of data transmitted over the network.

There  were  also  other  solutions  and  technologies  available  for  optimizing  digital  channels  in
maritime  communications,  such  as  the  use  of  signal  amplifiers,  the  use  of  data  compression
technologies, and many others. The choice of the most suitable technology depends on the specific
requirements of maritime communications and the available infrastructure.

5.  Analysis and performance evaluation of digital channels for maritime communications
Maritime communications are essential for the operations of maritime vessels, regardless of their type:
oil, cargo or passenger. However, in the maritime environment there are many obstacles that can affect
the  quality  and  speed  of  digital  communications,  such  as  distance,  electromagnetic  interference,
climate and ocean conditions.

In order to assess the performance of digital channels for maritime communications, a detailed
analysis of these obstacles and their impact on communications is required. This can be achieved by
measuring  key  parameters  of  communication  channels  such  as  latency,  jitter,  packet  loss  and
transmission speed. These measurements can be made using specialized network test equipment.

In analyzing and evaluating the performance of digital  channels for maritime communications,
there  are  a  number  of  factors  that  must  be  taken  into  account  to  ensure  efficient  and  reliable
communication. These include distance, electromagnetic interference, climate and ocean conditions,
vessel latitude and longitude, and data traffic.

Distance is  an important  factor in evaluating the performance of digital  channels for maritime
communications.  The  greater  the  distance  between  two  communication  points,  the  weaker  the
communication  signal  and  the  more  obstacles  appear  on  the  route.  This  can  lead  to  poor
communication quality or interruptions in transmission. Also, electromagnetic interference, such as
that caused by other electronic equipment on the ship or signals from satellites or other ships, can
affect the communication signal and cause fluctuations in the performance of digital channels.

Climate  and ocean conditions  can be another  factor  that  can affect  the performance of  digital
channels for marine communications. In case of extreme weather conditions or ocean disturbances, the
communication signal can be disrupted or even lost. Also, in case of strong ocean disturbances, the
ship may have to change position, which may affect the communication signal.

The ship's latitude and longitude can also affect the performance of digital marine communications
channels. These geographic coordinates can influence the communication signal and cause fluctuations
in the performance of digital channels. It is important that communication equipment is designed and
installed to handle these fluctuations and ensure effective communication in any geographic area.

Heavy data traffic can be another factor that can affect the performance of digital channels for
maritime communications.  During intensive operations,  such as loading and unloading ships,  data



traffic can increase significantly,  which can lead to poor communication quality or delays in data
transmission. It is important that the communication equipment is able to manage the intense data
traffic and can ensure efficient and reliable communication regardless of the traffic level.

Analyzing and evaluating the performance of  digital  channels  for  maritime communications is
essential for ensuring efficient and reliable communication in the maritime environment. By evaluating
and  identifying  the  obstacles  and  factors  that  can  affect  the  performance  of  digital  channels,
appropriate measures and solutions can be implemented to optimize communications and ensure the
proper functioning of communication equipment on marine vessels.

6.  Methods and strategies for optimizing digital channels for maritime communications
In this  chapter,  we will  examine the methods and strategies  that  can be used to  optimize digital
channels for maritime communications. These include line management strategies, data compression
and latency reduction technologies, and techniques for increasing data transmission efficiency [23].

One  of  the  most  important  strategies  for  optimizing  communication  channels  is  the  use  of
intelligent communication line management. This may involve the use of communication protocols
that automatically optimize data transmission based on transmission needs. For example, it is possible
to automatically detect and optimize the channel frequency band to ensure a faster and more reliable
connection. It is also important to choose a suitable data compression technology that can reduce the
size of transmitted files by removing redundant and irrelevant data. This can significantly improve the
speed and quality of data transmission.

Latency reduction can also be an important strategy for optimizing the communication channel.
Latency refers  to  the time required for  data  to  be transmitted from source to  destination.  During
maritime navigation,  latency can be an important  factor  as  it  can affect  the speed and quality  of
communications. Therefore, technologies that reduce latency, such as optimization of communication
lines  and  the  use  of  data  compression  technologies,  can  be  essential  for  optimizing  maritime
communications. Latency reduction can be achieved through several methods, including:

• Optimizing communication lines: This can be achieved by using lower latency communication
lines, such as fiber optics or low-orbit satellites, which reduce data transmission time. Smart routing
solutions can also be used to avoid data traffic congestion.

• Use of data compression technologies:  These technologies can be used to reduce the size of
transmitted  data,  which  can  lead  to  a  reduction  in  latency.  This  can  be  especially  useful  when
transmitting data with repetitive features, such as images or video.

• The use of cache solutions: These solutions can be used to temporarily store data in the memory
of devices on board ships, which can lead to a reduction in latency if the data is requested again.

Reducing latency can be crucial in emergency situations, when fast reaction times are essential for
the safety of ships and crews. Also, a reduced latency can lead to an improvement in the quality and
speed of communication between ships or with land installations.

To improve the efficiency of data transmission, a technique called Multiplexing can also be used.
This process allows multiple signals to be transmitted simultaneously over the same communication
channel, thus increasing the amount of data that can be transmitted.

Multiplexing  is  a  communication  technique  that  allows  multiple  signals  to  be  transmitted
simultaneously over the same communication channel. This process is important for improving the
efficiency  and  capacity  of  data  transfer  through  the  communication  channel.  There  are  several
multiplexing techniques, including:

•  Frequency  Division  Multiplexing  (FDM):  This  technique  involves  dividing  the  available
frequency spectrum into several frequency bands, each of which is assigned to a different signal. This
allows  multiple  signals  to  be  transmitted  simultaneously  over  the  same  communication  channel
without interfering with each other.



• Time Division Multiplexing (TDM): This technique involves dividing the available time slot into
several time periods, each of which is allocated to a different signal. This allows multiple signals to be
transmitted simultaneously over the same communication channel without interfering with each other.

• Code Division Multiplexing (CDM): This technique involves using a unique code for each signal
that is transmitted over the same communication channel. This unique code allows multiple signals to
be transmitted simultaneously over the same communication channel without interfering with each
other.

Multiplexing can be used in various contexts,  including maritime communications networks, to
allow multiple signals to be transmitted over the same communication channel and to improve data
transfer efficiency and capacity.

Another important strategy is the use of redundant communication technologies. These include, for
example, the use of backup systems to ensure continuous communication in the event of network
failures. or emergency situations. Redundant systems can be used to provide back-up connectivity in
the event of loss of the main link or to reduce the risk of communication disruption in the event of
adverse weather conditions.

Another important aspect in optimizing maritime communications is the ability to monitor and
manage the communications network. Different technologies and strategies can be used to monitor and
manage the communication network in the maritime environment. One of these is the use of error
monitoring and diagnostic software, which can help quickly identify network problems and fix them.
This software can be configured to display information about the status of communications equipment,
as well as to detect and report errors and performance problems.

Also, to ensure effective communication in the event of an emergency, it is important to carry out
regular checks and tests of communication equipment. These tests can be done through technologies
such as test  radio,  which can be used to verify the communication capability  of communications
equipment, or through signal measurement equipment, which can help identify performance problems
and optimize communication equipment.

It is also important to ensure good management of communication resources such as bandwidth
and storage capacity to ensure efficient and reliable communication between ships and with remote
control points. This can be achieved through the use of technologies such as network management
software, which can help optimize and monitor data traffic and efficiently manage network resources.

Another  important  factor  to  consider  is  the  security  of  maritime  communications.  Maritime
communications security is critical to protecting against cyber attacks and data interception [18][19]
[17].  To  ensure  the  security  of  maritime  communications,  data  encryption  and  authentication
technologies  are  needed to  ensure  the confidentiality  and integrity  of  the  transmitted  data.  These
technologies must be updated regularly to deal with new threats and must be properly implemented
[24].

Data encryption can be achieved by using cryptographic algorithms, which transform data into an
unintelligible  form  so  that  it  cannot  be  read  by  unauthorized  persons.  These  algorithms  can  be
symmetric  or  asymmetric,  and  the  encryption  and  decryption  keys  can  be  managed  centrally  or
decentralized.

Data authentication can be achieved through the use of digital signatures and digital certificates.
Digital signatures are a method of verifying the authenticity and integrity of a digital document, while
digital certificates are used to ensure the identity of a person or device on a network.

In order to ensure adequate security of maritime communications, it is important to establish clear
security  policies,  regularly  audit  and  verify  security  systems,  and  ensure  adequate  training  of
personnel on security measures.

So there  are  a  variety  of  methods  and strategies  we  can  use  to  optimize  digital  channels  for
maritime communications. From the use of data compression and line management technologies, to
the use of redundant and data encryption technologies, all of these can help improve the speed, quality



and reliability of maritime communications. However, factors such as latency, security and efficiency
of  the  communications  network  must  also  be  taken  into  account  to  ensure  efficient  and  secure
communication during maritime navigation.

7.  Conclusions
In conclusion, the optimization of digital channels for data, audio and video communications in the
maritime domain can bring many benefits in terms of the efficiency and safety of maritime navigation.
In recent  years,  maritime communication technologies have evolved significantly,  from traditional
radio or satellite communication equipment to more advanced solutions based on terrestrial or satellite
communication networks, as well as wireless technologies.

One  of  the  major  benefits  of  optimizing  digital  channels  for  maritime  communications  is  to
improve the speed and quality of data transfer, as well as increase the capacity of communication
channels. These advantages can be used in practical applications, such as navigation with the help of
GPS systems, the transmission and reception of information on weather conditions or information on
maritime traffic, but also to ensure efficient communication between the crew and the shore.

In the future, an increase in the use of digital communication systems is expected, as well as an
improvement in their performance, which will allow more efficient and safer communication between
ships and the shore.
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