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Abstract. Due to the modern construction materials used (mainly steel and concrete), the GPS
signal is blocked (partially or completely) in most military facilities, civilian buildings,
industrial halls, etc., as well as in certain special working environments (e.g. navy, merchant
and cruise ships), making GPS assistance impossible to locate and navigate within these
locations. This paper presents a low-cost technical solution using free open-source software
and commodity hardware that can be used to enable local positioning and navigation when
needed. The system is independent of the existence of GPS signals and can be deployed
automatically via a priori scripting. Therefore, it can be used indoors and as a limited-range
alternative/backup for GPS systems (e.g. in case of a GPS jamming attacks).

1. Introduction

In the absence of a strong GPS signal, locating a person or object, as well as navigating between
different points can be a difficult task and, depending on the environment, even dangerous.

Due to the modern construction materials used (mainly steel and concrete), the GPS signal is blocked
(partially or completely) in most military facilities, civilian buildings, industrial halls, etc., as well as
in certain special working environments (e.g. navy, merchant and cruise ships), making GPS
assistance impossible to locate and navigate within these locations.

Moreover, even if GPS signals are normally available (i.e. not blocked due to environment factors),
an industrial or military complex may become the victim of an electronic attack by jamming or
spoofing the GPS signal. Both actions are simple and inexpensive, given the lack of security of the
GPS eco-system and the low power of the satellite signals used for it. GPS jamming can be done using
special GPS devices [1], but the attack is easy to detect, as most GPS equipment will report signal loss
and stop [2]. Although the attack is easy to detect, identifying the source of jamming can be difficult,
given the small size and disguised appearance of commercial jamming equipment [3]. Various
technical solutions have been proposed to reduce the risks and effects of such an attack, ranging from
functional optimization of the receivers [4] [5] [6] [7] to major changes to the whole GPS ecosystem
[8].

On the other hand, spoofing of the satellite signal used by GPS devices is a much more difficult
cybernetic attack due to the high technical level required to generate false, but still valid GPS signals
[9] [10] [11] [12] [13]. However, the increased costs and technical skills required for GPS spoofing
yield an attack with far more serious consequences, due to the fact that all GPS receivers will continue



to operate, under attacker’s control, causing false data for a good period of time in the entire IT system
of the military or industrial complex under attack [10] [14].

In both situations, GPS signal jamming or spoofing, the loss caused to civilian entities by inactivity
or misbehavior of electronic equipment is significant (e.g. a closed airport due to problems with
navigation systems of aircrafts). In the case of military entities, such attacks are even more dangerous
(e.g. misguided military weapons), up to the level of a threat to national security.

This paper presents a low-cost technical solution using free open-source software and commodity
hardware that can be deployed ad-hoc to build a positioning and navigation system. The system is
independent of the existence of GPS signals. Therefore, it can be used indoors, where GPS signals are
usually weak. Through this system, anyone with a compatible receiving equipment (e.g. smartphone,
tablet or laptop) can quickly identify their position within a building and use this navigation system
(offline or online) to get navigation directions to another location within that facility. Thus, an indoor
positioning and navigation system has many benefits: lower training time for beginner staff or visitors,
reduce the risks of accidents by using safe routes, automate localization tasks and logistics activities,
etc. With proper protection against the elements, the system can also be used outdoors, as an
alternative or as backup for GPS systems (e.g. in case of a GPS jamming attack).

2. Local positioning technologies

In order to design the GPS-less local navigation system, we studied a suite of available open and
commercial software and technologies, which can be combined to offer locally GPS-specific services.
We also considered issues related to implementation costs, hardware availability, time required for
installation and commissioning, etc. Similar to the GPS system, in order to correctly identify its
location, the receiver requires input from multiple transmitters, which can use one or more
communication technologies, in a homogenic or heterogenic setup. Some of the widely-available
technologies that can be employed for a local positioning system include: Wi-Fi signals, Bluetooth
beacons, image recognition (from simple QR codes to visual clues), or inertia measurement units
(IMUs).
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Figure 1 Example of distribution of Wi-Fi devices to cover a closed space (and minimize overlapping of the radio
spectrum) [15]

Wi-Fi is a wireless radio technology for devices based on IEEE 802.11 standards [16] widely
available in electronic equipment, including desktops, laptops, game consoles, smartphones, tablets,
smart household devices (printers, TVs, fridges, washing machines, digital audio players), etc.
Different Wi-Fi versions offer various coverage area and speeds. Currently, the most commonly used



radio bands are 2.4 and 5.8 GHz, which are divided into several channels and time slots to be used
"simultaneously” by multiple networks. A Wi-Fi transmitter (i.e. access point) has a range of about 20
meters indoors (or less if the walls block radio waves, like in the case of steel walls used in ships and
industrial halls) and a larger range outdoors. Because Wi-Fi devices send specific, locally unique
information (e.g. the MAC address, station ID), they can be used as approximate positioning markers
for a positioning system (see Figure 1). Therefore, Wi-Fi access points can be used to identify
checkpoints or points of interest in a wide space, but with limited accuracy due to their large coverage
area.

Bluetooth beacons are hardware transmitters that transmit identification signals to nearby receivers.
They use Bluetooth low-energy (LE) technology to transmit in their proximity a unique universal
identifier. The identifier and any additional information can be used for indoor positioning, for
tracking the movement of a device, or to trigger a location-based action on the device. Therefore,
Bluetooth beacons can be used in indoor positioning systems to determine its approximate location,
using a variety of setups (multiple beacons per camera, one beacon per camera, or one beacon per
multiple rooms), depending on the required accuracy [17] [18] [19]. Using the Received Signal
Strength Indicator (RSSI) sent by multiple beacons per room, trilateration can be used to estimate the
position within 2 meters (see Figure 1). With only one beacon per room, a system can find out just an
approximate current location within the building. Beacons can also be used to add checkpoints and
points of interest in open spaces.

Unlike Wi-Fi and other local positioning technologies, Bluetooth beacons use unidirectional
communication (from beacon to receiver), similar to the GPS system, which offers higher density of
receivers and higher privacy levels for persons.
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Figure 2 Example of distributing Bluetooth beacons to cover a closed space [20]

Image recognition technology allows camera-enabled devices to use visual clues (from QR codes
to visual landmarks) to identity the approximate location of the receiver. The positioning accuracy of
this technology varies largely to the underlying physical clues and the algorithms used for image
recognition.

In general, QR codes offer the most robust image recognition positioning, with accuracies of within
1 meter, because of proximity scanning and embedded error correction codes. They can be used to add
checkpoints and points of interest in an internal space of any size (small or large), similar to Bluetooth
beacons, but with higher accuracy. However, unlike Bluetooth beacons and Wi-Fi hotspots, QR codes
require manual interaction to scan them. They are also sensible to destruction or alteration because
they need to be in an easily accessible area. Some examples of using QR codes for locating and
navigating inside are found in [21] [22] [23] [24] [25].



Inertial Measurement Units (IMUs) are electronic devices that use accelerometers, gyroscopes,
and/or magnetometers to measure forces, angular velocities, and/or magnetic fields. IMUs have long
been used in commercial and military vehicles (such as airplanes, missiles, ships, submarines and
satellites, unmanned systems, etc). Recent technological advances allowed inexpensive IMUs to be
embedded in consumer electronics, such as smartphones and tablets. Therefore, IMU technology is an
ideal candidate for use in indoor localization systems. A major drawback IMU-based navigation is the
errors accumulated during position calculation (the system computes speed and position based on
acceleration). However, other position estimation technologies such as Wi-Fi, Bluetooth beacons, or
image recognition can be used to periodically adjust the position.

In conclusion, a combination of digital maps, virtual checkpoints (Wi-Fi hotspots, Bluetooth
beacons, QR codes, etc), inertia measurement units, and predicted dead reckoning (PDR) algorithms,
can be used for indoor and outdoor GPS-less positioning and navigation.

3. Local navigation software

Apart from the equipment used for local positioning, a local navigation system requires several
software applications that collaborate to deliver the desired functionality. Although proprietary
solutions are commercially available, we focused on building the entire system using open-source
software that can be freely used, reviewed, modified and extended. Therefore, for our research we
selected the Docker containers system, the Couchbase database engine, and the Anywhere positioning
and navigation system [26]. We combined these software in order to create a local positioning system,
which can be automatically deployed when needed.

Docker uses LXC (an operating-system-level virtualization technology available under Linux
kernels) to run multiple isolated Linux systems (called containers) using a single Linux kernel, but
also manage inter-container communication through well-defined channels. Unlike the use of physical
computers, Docker containers allow configuring the entire system in a development environment and
then delivering it when needed to a live environment (which has a software layer identical to the
development one).

Containers also require fewer computing resources than virtual machines (VMs). It should be noted
that although we used a laptop with Ubuntu/Linux for testing our system, Docker also runs on
Windows, so the local positioning system we describe in this paper can be deployed in a wide variety
of setups, from 10T and embedded devices, to personal computers, to cloud infrastructures.

Using Docker, we defined two containers (see Figure 3), which run the Couchbase database engine
(version 5.1.1, community edition) and the Anyplace positioning and navigation software (version
3.4).

Couchbase

Anyplace

51.1 3.4

community

Ubuntu
16.04

Container 1 Container 2

DockerEngine
18.06-CE

Ubuntu Server 18.04
Linux kernel 4.15 SMP

Hardware

Figure 3 The software layers of the local positioning system



The Couchbase container was built using a Docker image for the Couchbase 5.1.1-community
version available in the official Cockbase Docker Image Store. The Anyplace container was built
using a Docker image for the Ubuntu 16.04 version available in the official Ubuntu Docker Image
Store.

Manual installation and configuration of any software system requires the intervention of a
qualified person and may lead to errors, which is something to be avoided in case of an emergency or
for frequent uses. Therefore we have automated the configuration of Couchbase and Anywhere
containers using the Dockerfiles (a special scripting language for Docker) from Figure 4 and Figure 5:
FROM couchbase:community-5.1.1
MAINTAINER Andrei Bautu <andrei.bautu@anmb.ro>
ARG CB_USERNAME Administrator
ARG CB_PASSWORD password
RUN /entrypoint.sh couchbase-server & &&\

couchbase-cli cluster-init --cluster localhost:8091 "--cluster-user=$CB_USERNAME" "--
cluster-password=$CB_PASSWORD" --services=data,index,query,fts --cluster-ramsize=256 --
cluster-index-ramsize=256 --cluster-fts-ramsize=256 && \

couchbase-cli bucket-create --cluster localhost:8091 "--user=$CB_USERNAME" "--
password=$CB_PASSWORD" --bucket=anyplace --bucket-ramsize=256 --bucket-
type=couchbase && \

couchbase-cli user-manage --cluster localhost:8091 "--user=$CB_USERNAME" "--
password=$CB_PASSWORD" --set --rbac-username anyplace --rbac-password password --
roles 'bucket_full_access[anyplace]' --auth-domain local
COPY anyplace_views /anyplace_views
RUN cd /anyplace_views && \

sed --in-place "--expression=s/USERNAME=\"\"/USERNAME=$CB_USERNAME/"
"--expression=s/PASSWORD=\"\"PASSWORD=$CB_PASSWORD/"
"--expression=s/BUCKET=\"\"BUCKET=anyplace/" create-views.sh && \

create-views.sh && \

kill %1

Figure 4 Dockerfile commands for building the Couchbase container

FROM couchbase:community-5.1.1
MAINTAINER Andrei Bautu <andrei.bautu@anmb.ro>
ARG CB_USERNAME Administrator
ARG CB_PASSWORD password
RUN apt-get update &&\
apt-get install -y -qq unzip openjdk-8-jre-headless && \
apt-get autoremove && apt-get clean &&\
rm -rf var/lib/apt/lists/* /tmp/* lvartmp/*
RUN cd /tmp &&\
wget https://anyplace.cs.ucy.ac.cy/downloads/anyplace_v3.zip &&\
unzip anyplace v3.zip -d /opt && \
cd /opt/anyplace_v3-4.0/ && \
sed -i -e
s/couchbase.username=\"anyplace\"/couchbase.username=\"$CB_REST_USERNAME\"/ -e
s/couchbase.password=\"\"/couchbase.password=\"$CB_REST_PASSWORD\"/
conf/application.conf
ENTRYPOINT /opt/anyplace_v3-4.0/bin/anyplace_v3
EXPOSE 9000

Figure 5 Dockerfile commands for building the Anywhere container

Couchbase or Anywhere containers can be easily started as required by using such Dockerfiles
(to scale the entire system according to the number of users). However, we used Docker
Compose, a programmable container manager, to simplify the management of the whole group
of containers, virtual networks and their dependencies, via the YAML file from version: "3"




services:
db:
build:
context: ./couchbase/docker
args:
CB_USERNAME: Administrator
CB_PASSWORD: password
volumes:
- ./couchbase/data/:/opt/couchbase/var
ports:
- "8091:8091"
web:
build:
context: ./ anyplace/docker
args:
CB_USERNAME: Administrator
CB_PASSWORD: password
ports:
- "9000:9000"
volumes:
- Jweb/www/:/var/www/
depends_on:
-db
Figure 6.
version: "3"
services:
db:
build:
context: ./couchbase/docker
args:
CB_USERNAME: Administrator
CB_PASSWORD: password
volumes:
- ./couchbase/data/:/opt/couchbase/var
ports:
- "8091:8091"
web:
build:
context: ./ anyplace/docker
args:
CB_USERNAME: Administrator
CB_PASSWORD: password
ports:
- "9000:9000"
volumes:
- Jweb/wwwi:/variwww/
depends_on:
-db

Figure 6 YAML structure of the containerized software for the local positioning system

The Couchbase container can be preloaded with Anywhere digital maps and navigation data by
mounting an existing folder with the required files inside the container under the /opt/couchbase/var
directory. This step can also be automated, yielding a fully functional local positioning system up and
running within minutes.



4. Conclusions

Open-source software and commaodity hardware can be used to build a reliable and cost-efficient local
positioning system that can be used for indoor navigation or as an alternative for GPS systems (e.g. in
case of a attacks by GPS jamming or spoofing). Manual installation and configuration poses
incompatibility or misconfiguration risks that should be minimized, especially when preparing for
emergency or large scale deployments. Therefore, we use Docker to provide automated deployment
and configuration scripts.
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